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Abstract— Security in mobile ad-hoc networks (MANETs) is a key topic to be addressed. There are two separate 

approaches for security in Manet’s viz., unceasing authentication and intrusion detection. Previous studies in this regard 

involved a study of the two classes of issues separately. In this work these two classes of security tactics are unified and 

combined into a single console. Unceasing authentication acts as the first line of defense while intrusion detection system 

acts as the second. In this framework, biometric authentication is used for unceasing authentication. The intrusion 

detection system has a detection engine and a response engine. The detection engine detects the malicious intruder and the 

response engine completely eliminates the above sensed intruder from the network. The scrutiny of the security issues is 

simulated to produce the necessary results. The fully-distributed ID-based Multiple Secret Key Management Scheme 

(IMKM) was proposed to provide secured communication. This research work has implemented the IMKM and 

thoroughly studied. From the experimental results, we observed that IMKM was carrying out well and it is eradicating the 

requirement of certificate-based authenticated public key distribution. This is also suitable for Key Update and Key 

Abrogation. IMKM can be significantly improved to reduce the Process Complexity, Processing Overhead, Power 

Consumption, the Key Size and Group Key Generation, which could not be achieved through the existing IMKM. To 

overcome above problems, we enhanced IMKM by introducing Elliptic Curve System based Key Exchange Procedure, 

which is known as Enhanced Multiple Key Management Scheme (EIMKM).  

 

1. INTRODUCTION 
 

A MANET is considered as an assembly of wireless mobile nodes that are capable of communicating with each other 

without the use of network organization or any centralized administration. The mobile hosts are not bound to any 

centralized control like base station (BS) or portable switching centre (PSC). Although this offers unrestricted mobility and 

connectivity to the users, the on us of the network management is now entirely on the nodes that form the network. 

Intrusion detection systems (IDSs), serving as the additional wall of protection, can solve this problem and effectively help 

identify malevolent activities. An IDS unceasingly or periodically monitors the current subject activities, compares them 

with warehoused normal profiles and/or attack signatures, and initiates proper responses. Authentication is an important 

type of responses initiated by IDS. Authentication is the process of validating the identity of a user. Depending on the 

network elements and the authenticators, there could be different kinds of Authenticators, the user can be associated with 

confidential information which he or she is supposed in custody of such as a password, a private key etc. and the user can 

be associated with a idiosyncratic physical or logical address (e.g., a static id, a network address etc.). The user can be 

authenticated with a certain unique characteristic like a fingerprint, are tin a scan, and voice or speech pattern. After an 

authentication process, only authentic users can continue using the network resources and compromised users will be 

excluded. Biometrics is defined as a unique measurable biological characteristic or trait for automatically validating the 

distinctiveness of a human being. Statistically analysing these biological physiognomies is called the Science of Biometrics. 
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Due to the Ad hoc nature of this network, the flexibility and mobility are advanced. In general, MANET has the 

nature of linking with any other system in which the member nodes are having similar status. Any nodes of MANET can 

be freely discrepancy with any MANET Nodes within the Communication Range and this is the prime advantage of 

MANET. This makes the MANET architecture more susceptible to the attacks as Peculiarity of Message, Eavesdropping, 

Impersonation, and Message Reply as MANET’s Node Mobility, Shared Medium and unfixed Infrastructure, establishing 

and preserving a security protocol is very difficult task. Cryptanalysts are involved in creating MANET’s current 

requirements such as developing security routing instruments particularly on Key Management scheme [1–3, 5]. Secured 

Scalable multicast group architecture is possible with the proposed EIMKM. 

 

2. LITERATURE SURVEY 
 

Key Management System is to generate keys dynamically to the Nodes for coding/decoding the messages as well 

as only if security against illegal usage of management of legal likened certified keys. The Key Management System is the 

process of Key Initialization, Validating Secret Keys, Generating intermediate new keys; Dispensing generated keys, 

Updating keys based on requirements and Key Annulment, Merging multiple keys and Key Dispossession. we found that 

many of the Key Management Schemes were designed based on ID-Based Cryptography System. 

 The ID-Based Cryptosystems were proposed with the public key which is the user’s his own private information 

in a way that there will be no need for any secure less channel key circulations. Thus, Public Key Cryptosystem i.e. Public 

Key Infrastructure (PKI) based systems are facing serious issues and contests in Certificate Creation, Storage, Revocation, 

Delivery, etc. These problems can prevail over the Identity-Based Cryptosystem.  

The Author Shamir has proposed the basic concept of ID-Based Public Key Systems [6]. The prime idea of these 

styles was that each and every user has to use his own information such as email Address or Mobile Number as public key. 

That is, the system need not quotation or generate public key from Certificate Authority (CA).  

Later on a few other Researchers such as Choi and Hwang [15] have proposed Cluster Key Covenant Protocol to 

create and share common key to share their information. This is enabling both the users to make sure their Mutual 

Substantiation. To overcome the above stated issues, ID-Based key management systems were derived. Therefore the ID-

Based cryptography procedures are considered as the optimum security methods as compared with other types of 

cryptography measures such as Public Key Cryptography and Certificate-Based Cryptosystems. The main problem of ID-

Based Cryptography technique is that the private key of the sender is identified by an Intruder, the security of the entire 

system will be susceptible.  

Each node participates in an ad hoc routing decorum that allows it to discover multi-hop paths through the 

network to any other node [7]. Two harmonizing classes of approaches exist for shielding high security MANETs, 

prevention-based approaches, such as substantiation, and detection-based approaches such as intrusion detection [8]. The 

continuous behavior of the substantiation console prevails until the life of MANET [9]. 

 In [10] the intrusion is any set of actions that attempt to compromise the integrity, confidentiality, or availability 

of a resource. Intrusion recognition presents a second wall of defense and it is a necessity in any high-survivability network 

[11].  

In [12]a unified trust management scheme is studied with two different annotations one is direct with Bayesian 

and the other Dempster–Shafer Theory (DST) of INDIRECT mathematical model.  

In [14] proposed an efficient way of using IDS for dynamic duration that sits on each node of a MANET and a 

obliging game model to represent the interactions between the IDSs in a neighbourhood of nodes.  

The discovery of the repair time mounting wall is used for explaining the observed scrambling limits in MANETs. 

It is observed that the network capacity remains significantly underutilized by standard MANET routing algorithms 

[15,16]. 
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 In [17] addressed the misbehaving nodes that refuse to headfirst packets in multi-hop ad hoc networks. An 

algorithm has been developed for dealing with misbehaviour. It is called Audit-based misbehavior detection (AMD), 

provides operative and efficient evaluation of node. The relay based secure broadcast of a confidential message from a 

source to a destination in a de-centralized wireless network is done in the occurrence of randomly distributed 

eavesdroppers and the results are compared with direct and relay based broadcast [18].  

 In [19–21] prevention, however, attempts at awkward an attack before it is executed by adding security 

communications to protocols. 

 

3.  METHDOLOGY 
 

Unceasing authentication model consists of four levels of security. The model typically finds its application in the military 

environment where network security forms a major issue. Four levels of security have been considered in our work, these 

are represented by the following Fig. 1. 

1. LEVELS OF SECURITY: 

A.First level of security 
To start with, all the users in the network are given randomly generated static-IDs. This also includes static ids for the 

users outside the network, with ability to intrude the network at any given point of time. The static ids are randomly 

generated using MATLAB and the ids of the allowed and the forbidden users are stored in separate sheets in an EXCEL 

Data sheet. 

B. Second level of security 
This refers to a sub-network within a network. In this subnetwork, access is allowed only to some members of the 

network who are relevant to the sub network. The others members are denied access to this level in the network. This is 

done by fingerprint analysis. Its black and white area is compared with those of the fingerprint images stored in the 

database of the subnetwork. If the unique black and white area value matches with any of the fingerprints in the database, 

this level of security is cleared. 

C. Third level of security 
The third level of security is an extension of the second level of security. In this level, the P Detect and Teta Detect 

parameters of the fingerprint are compared with those of the fingerprint images in the database. These two parameters 

being unique, enable the filtering out unnecessary users after the third level of security. 

D. Fourth level of security 
The final level of security takes care of the famous Man in the Middle Attack. The three levels of authentication clearly 

remove the other types of intruders through finger print verification and static id verification. In the final level of 

authentication, The medium access control ID of the user and the MAC id of the person with whom he wishes to 

communicate, are received from the user. If the details match with those in the database, the user is authenticated to 

receive all the data from his compatriot. However, in the event of any error in the MAC-id of the person to communicate 

or an error in the MAC id of the user himself, he becomes the Man in the Middle for the communication. Security is 

improved by key management scheme. The efficient key management scheme.  

        

 
Fig 1. Levels of Security 
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2. KEY MANAGEMENT: 

Security is improved by key management scheme. The efficient key management scheme.-Verifiable. 

A. Pairing Parameters Generation and Initiation of Keys 
The basic process of Pairing Parameter Cohort consists of two procedures namely System Format and Key Abstraction. 

The Scheme Setup procedure through Private Key Originator (PKG) selects a random number as its Private Key. And 

also it will engender its Public Key. This Private Key Originator in this model has defined the Key Update Segment Index 

and Supreme Update Phase Index and these indexes will be updated periodically. 

B. Key Generation and Pairing 
Key generation and pairing is used to produce Pair-Wise Keys. This protocol is used to establish a secure session with 

session keys between sender and receiver. Generated keys are used to encode and decode the messages between sender 

and receiver. 

C. Verifiable Secret Sharing (VSS) Protocol 
Sharing and Reconstruction phases are the two major tasks of Verifiable Secret Sharing Protocol (VSS) [16]. All cluster 

heads (CHs) are involved in the calculation process of the Master Secret Key [17] which is used to build a Threshold based 

Sharing phase. 

1. Key Abrogation 

Key abrogation or cancellation can be done by completing the major tasks of Waywardness Notification, Priming of 

Revocation and Revocation Validation 

A. Misbehaviour Notification 
Whenever a Cluster Head (CH) is disastrous to verify the sub-level encrypted arbitrary key that is instantly discarded from 

the database. This situation shows that the network is under attack, so as to endure the network, all the other keys are 

rationalized instantly i.e. the Cluster Head CH is generating an indictment against the misbehaving Cluster Head and 

facilitating to achieve secured Transmission. 

B. Initializing of Revocation 
This procedure is used to confiscate the misbehaved Cluster Head from the list and the CH is concluded [18]. The node 

with largest ID is selected to initiate the overturning process and is named as Revocation Handler. 

 

2. Multiple Secret Key Update Scheme 

This process is used to appraise the keys periodically and whenever a group head fails to verify the sub-level encrypted key. 

This scheme ensures the prevention of malevolent activities of the hackers and intruders into the network. The lively 

nature of this scheme makes the intruders unexperienced and restores the security of the network in case of any attacks or 

malicious activity found. 

3. Member adoption and Dispossession 

Member Implementation is used to include new nodes as cluster heads based on the lessening of the communication costs. 

The communication cost is premeditated with the new proposed cluster head and if it provides utilitarian communication 

cost reduction, then it will be added to the cluster head list. From our analysis, it is identified that the ID-based Multiple 

Undisclosed Key Management (IMKM) Protocol focused above identified parameters. However, this research work 

reputable that the Computational Delay, False Malicious Accusation, Mobility Robustness, Bandwidth Overhead or 

Message Overhead, Key sharing Time, Power Consumption, Certification Authority and Key altering Time could rally 

further by optimizing the procedure of IMKM by introducing Elliptic Curve based Key Argument Procedure. Thus this 

research work has improved the existing ID-based Multiple Secret Key Management (IMKM) Protocol which is known as 

Enhanced Multiple Key Management Scheme (EIMKM). 

3. ENHANCED MULTIPLE KEY MANAGEMENT SCHEME (EIMKM): 

It has five Segments as IMKM’s Phases. i.e. This Research Work has considered all the Phases of ID-based Numerous 

Secret Key Management (IMKM) Protocol to our Enhanced EIMKM Model such as (1) Grid Establishment, (2) Key 

abrogation, (3) Numerous Secret Key Updates, (4) Members’ Key assimilation and denial, (5) Group Key Generation. 

These Phases have focusing the following. i.e. it is used 
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 • To paradigm Keys in order to Segment Secret Keys  

• To apprise Shared Keys at a programmed Interval  

• To improve the Substantiation by introducing Group Key Covenant Protocol. 

EIMKM is sanctioned with Elliptic Curve Technique for key generation and pairing. Since the elliptic curves are 

symmetric in nature, manipulative the pair is a simple task by getting the parallel symmetric point and no other 

supplementary computational resource required to get the pair. This reduces the computational overhead, Key exchanging 

time since only one member of the pair has to be transmitted, Power feeding and Key altering time. So this process is used 

to perform the following tasks. 

1. Nodes Positioning  

2. Mobility Management  

3. Re-Keying Practice 

The proposed EIMKM has implemented all the above said Phases and achieved Secured Communication. 

A. Elliptic Curve Technique for Key Generation and Pairing 
Elliptic Curve Cryptographic Technique is offering great prospect to effectually handle the mechanism such as public key 

cryptography to provide Security Services to MANETs. And also it is providing an correspondent security level with 

significantly reduced Key Size and Computing Overhead as related with that of Public Crypto-System.  

B. Elliptic Curve Technique for Software Implementation 

An Elliptic Curve E(Fp) on the field Fp, where p is an Integer. If p is the prime number, then it is contented to develop 

Software. Elliptic Curves can be demarcated in many fields including prime fields GF(p) and finite fields GF(2m) of 

distinctive two, which are also called binary fields. The elliptic curves over binary fields are of special interest because the 

operations in a binary field is faster and easier to implement. 

C. Elliptic Curve Technique for Hardware Implementation 
An Elliptic Curve E(Fp) on the field Fp, where p is an Integer. If p = 2k, where k is the prime number and this is the 

satisfactory form to implement in Hardware. 

Discrete Logarithm Problem (DLP) in the Elliptic Curve Field, a Prime Number p, Generator g, a value h belonging to 

Zp*, here finding x as h = gxmod (p). In the given field Fp and two points P and Q belong to E(Fp), the problem of 

finding an integer n such that Q = nP = P + P +….. +++ P is much finalized than Discrete Logarithm Problem which is 

allowing the use of smaller size keys. 

 

4. EXPERIMENTAL SETUP 
 

 QualNet 5.0 is used to evaluate the Proposed EIMKM Key Management Scheme along with existing IMKM Key 

Management Scheme, ElGamal Key exchanging procedure (ELGAMAL) [21], Scalable Multicast Key Distribution 

(SMKD) [22], Centralized Flat Table Key Management (CFKM) [23]. The user interface is shown in Figs. 1, 2 and 3. In 

this simulation, the Bandwidth/Channel Capacity of all Mobile Nodes is assigned as 4 MBPS. Distributed Coordination 

Function (DCF) is used as MAC layer. In our simulation setup, to simulate Network Traffic, we have used the procedure 

of Constant Bit Rate (CBR). We have created 1000 Square Meters Mobile Region to move Mobile Nodes. The simulation 

can be executed for our required period i.e. 5–25 min in equal 5 min update time check-points. Any Nodes can start 

moving from any point to any destination point with speeds 25–100 m/s. The main feature in this simulation setup is that 

the various parameters as Radio communication Range, Numbers of Nodes, Simulation Duration and Key Update Period 

can be changed as well as repeated number of times the experiments to get a clear analysis the proposed EIMKM Key 

Management Scheme which also shown in the Fig. 1. QNSDK is used to interface Visual C++ program with QualNet 

Simulator [24] for running our proposed Key Management Scheme (EIMKM) is showed in Fig 3. 

MATLAB and EXCEL sheet and the other has been done in NS2.34(version4). The mockup of the security scenario has 

been designed in the MATLAB. The nodes are generated erratically and their specifications like the static ID have been 

stowed in the database (for the simulation purpose we use the excel sheet as the database). 

 

 

 

 

IAETSD JOURNAL FOR ADVANCED RESEARCH IN APPLIED SCIENCES

VOLUME 5, ISSUE 5, MAY/2018

ISSN NO: 2394-8442

http://iaetsdjaras.org/110



 

 

 
Fig 2. Qualnet Integrated with visual c++ 

Nodes completely inside the network area (smaller square) represent the genuine persons. While nodes outside the 

network are a (smaller square) represent the unofficial person. These are noted by the system as intruders. The nodes 

which are on the network line represent the hackers who are formerly trying to hack into the system. 

1. Database 
After the haphazard generation of the nodes, the static IDs of both authentic and non-authenticated nodes are stored in 

the excel sheet. The screen shot shown in Fig. 5, represents various IDs. This information is used for defrayal the first 

equal of security. 

 
Fig 3. Xcel data sheet of static ids 

2. Intruder detection 
If an intruder has be noted and cross the threshold into the database, if the same creature tries to enter into the system 

again he will be counselled and made to get out of the system. 

3. Encryption of data 
Encryption of data emanates into play in the last level of sanctuary where man in the middle occurs frequently. When any 

one of MAC IDs entered wrong, the user (now become intruder) is noted in the database and he is not allowed in the 

classification again. The data displayed to the intruder is encrypted. 

4. All level clearance 
The prospect of an intruder to crash the levels of security which fluctuates reliant on the total number of nodes outside 

the exposure area. The X-axis epitomizes the probability while the Y axis represents the discrepancies in the total quantity 

of nodes. This graph shows the variation in probability for the intruder to hack the system and get concluded level 1. If the 

intruder has hacked the level 1 and imposed in, it is even threatening for him to get inside, where the overall odds will be 

still less similarity, the probability is almost zero for some intervals for the person to enter the level 3 sanctuary if he has 

already intervened exists the level 2. Level 4 (man in the middle) is attempted using RSA encryption. Here MAC ID of the 

user and the node with whom he wants to interconnect are required to clear the security. This can be seen in below Fig 4. 
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Fig 4. Level clearance of nodes in ns2 

 The NS-2 (version-2.34) simulator has been used for a study of the recital of the unceasing authentication (CA) console, 

in the simulations. The radio range for each node is set to 300 m and it follows the accidental waypoint mobility model 

with a extreme speed of 20 m/s. The simulation includes four packets per second of size 512 bytes generated and is 

achieved for 120 nodes with a 1000 m×1000 m grid area. The total recreation time is set to 100 s. The pause time is varied 

from 0 to 800 ms to have an effect on the absolute swiftness of the portable nodes. RSA-based public key autographs of 

key size 1024-bit have been used. Our approach started with malevolent detection and untruthful recognition rate for an 

ad hoc network. It is contingent that the continuous substantiation is almost detected 90% of malevolent node compared 

to unadventurous IDS method and also dishonest detection rate is almost negligible for CA, the 90% of the sachets are 

delivery in CA, the percentage of course-plotting upstairs is slightly enlarged due to snowballing the refuge measures in 

course-plotting algorithm, but it is not the big issue compared to the efficacious detection of malevolent. Performances of 

both the projected EIMKM and existing IMKM Key Administration Schemes with the typical network metrics like 

Mobility, Computational Overhead, Message Overhead, Security Strength, Key Sharing Time, Power Consumption, Key 

fluctuating Time and False Malevolent Indictment. QualNet provision mode is used to run the scrutiny as the service to 

the front-end User Boundary (UI) design created using any language that provisions Common Language Runtime (CLR). 

The power of the emulator is then easily handled by the legacy user interface to create and access modified network 

architecture. IMKM Crucial Management Scheme has been instigated and repeated the simulation three times and 

recorded the average of restrictions values such as Mobility: 72 m/s, Message Overhead: 1531, Security Strength: 85 %, 

Key Exchange Time: 1206 ms, Power Consumption: 1052 mW and Key Update Time: 243 ms which are shown in the Fig 

5. 

 
Fig 5. IMKM Parameters 

 EIMKM Key Management Scheme has been executed and repeated the replication three times and recorded the middling 

parameters values such as Mobility: 76 m/s, Message Overhead: 1124, Security Strength: 87 %, Key Exchange Time: 1082 

ms, Power Consumption: 944 mW and Key Update Time: 225 ms. Which are shown in Fig 6. 
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Fig 6. EIMKM Parameters 

In every aspect, EIMKM outpaces by governing the grouping average values. In general a typical MANET comprises 

much numeral of battery drove nodes, where there is a need to accomplish uppermost security deprived of overriding 

higher power. The Elliptic curve countryside of the projected EIMKM affords the maximum security with fewer power 

because it can afford more sanctuary with small size keys. 

 

5. CONCLUSION 
 

This Exploration Work has implemented prevailing ID-based Multiple Secret Key Management Scheme (IMKM), Elgamal 

Key Exchanging Procedure (ELGAMAL), Mountable Multicast Key Distribution (SMKD) and Regional Flat Table Key 

Management (CFKM) along with proposed EIMKM: Enhanced Multiple Key Organization Scheme and analyzed their 

performances. Grounded on the experimentation results, we can state that the proposed EIMKM Key Management 

Scheme is performing glowing as compared with the existing IMKM and other prevailing methods in terms of Increased 

Mobility, Computational Upstairs and Message Overhead, Security Strength, Key Sharing Time, Supremacy Consumption 

and Key Update Time. A network of users has been aimlessly generated and each of the user or protuberance has been 

provided with a static ID to represent himself. Any user trying to enter into the grid can access the tenable information 

only after reimbursement four levels of security. These security consoles check the users ID as well as his own biometric 

legitimacy. Unremitting authentication and intrusion detection is the significant advantage of our system. Continuous 

substantiation is providing through repeated demand for authentic material like IDs and Fingerprint. Intrusion detection is 

providing by the system’s sensor which supplies the intruder’s unique static ID in the database, and confines the precise 

user from retrieving the network. Simulation in NS-2 model has been done, the prospect of intrusion after adding up 

various levels of security. Each level of security added has been tumbling the probability of interference into the system. 

 

REFERENCES 
 

[1] Li, L.-C., & Liu, R.-S. (2010). Securing cluster-based ad hoc networks with distributed authorities. IEEE Transactions on Wireless 

Communications, 9(10), 3072–3081 

[2] Shamir, A. (1984). Identity-based cryptosystems and signature schemes. In Advances in CryptologyCrypto 84, LNCS 196 (pp. 47–53). 

Berlin: Springer. 

[3] Abdallah, W. (2014). An efficient and scalable key management mechanism for wireless sensor networks. In Sixteenth international conference 

on advanced communication technology (ICACT), Korea. 

[4] Swetha M.S, Chandana B N, Deepika M Assistant Professor, Department of ISE, BMS Institute of Technology, Avalahalli, Yelahanka, 

Bengaluru, India   Students, Department of ISE, BMS Institute of Technology, A Survey on Homomorphic Data Concealment and 

Reliability in Multi Cloud Computing  International Journal of Innovative Research in Computer and Communication Engineering Vol. 5, 

Issue 2, February 2017 

[5] van der Merwe, J., Dawoud, D., & McDonald, S. (2007). A survey on peer-to-peer key management for mobile ad hoc networks. ACM 

Computing Surveys, 39(1), 12–38. 

[6] Shamir, A. (1979). How to share a secret. Communications of the ACM, 22(11), 612–613 

 

 

IAETSD JOURNAL FOR ADVANCED RESEARCH IN APPLIED SCIENCES

VOLUME 5, ISSUE 5, MAY/2018

ISSN NO: 2394-8442

http://iaetsdjaras.org/113



 

 

 

[7] Choi, K., Hwang, J., & Lee, D. (2004). Efficient ID-based group key agreement with bilinear maps. In PKC4, LNCS 2947 (pp. 13044) 

Berlin: Springe 

[8] Mrs. Swetha M.S, Mrs. Thungamani M Assistant Professor, Department of IS&E    Assistant Professor, Dept. of CSE, COH UH 

Enhanced Anonymity in Hierarchical Routing Protocol for MANET 

[9] Royer, E.M., Toh, C.-K.: A review of current routing protocols for ad hoc mobile wireless networks. IEEE Pers. Commun. 6, 46–55 (1999) 

[10] Yang, H., Luo, H., Ye, F., et al.: Security in mobile ad hoc networks: challenges and solutions. IEEE Wirel. Commun. 11(1), 38–47 

(2004) 

[11] Muncaster, J., Turk, M.: Continuous multimodal authentication using dynamic Bayesian networks. In: Proceeding of 2nd Workshop on Multi 

modal User Authentication, Toulouse, France(2006) 

[12] Zhang, Y., Lee, W., Huang, Y.: Intrusion detection techniques for mobile wireless networks. Mob. Netw. Appl. 9(5), 45–56 (2003) 

[13] Ren, K., Lou, W., Kim, K., Fang, Y.: A novel privacy preserving authentication and access control scheme for pervasive computing 

environment.IEEETrans.Veh.Technol.55(4),1373–1384(2006) 

[14] Kontik,M.,Ergen,S.C. :Distributed medium access control protocol for successive interference cancellation-based wireless ad hoc networks. IEEE 

Commun. Lett. 21(2), 354–357 (2017) 

[15] Swetha M.S, Dr.  Thungamani M , Pooja Reddy, Richa Singh 

 A Survey on Privacy-Preserving and Authenticated Routing in Mistrustful Mobile Ad-Hoc Networks International Journal of Innovative 

Research in Computer and Communication Engineering  

(An ISO 3297: 2007 Certified Organization) Vol. 4, Issue 4, April 2016 

[16] Kulathumani, V., Arora, A., Sridharan, M., Parker, K., Lemon, Bryan: On the repair time scaling wall for MANETs. IEEE Commun. 

Lett. 20(8), 1623–26 (2016) 

[17] Kang, Myung Gil, Kim, Young-bin, Lee, Jung Hoon, Choi, Wan: Secrecy capacity scaling by jamming-aided hierarchical cooperation in ad hoc 

networks. IEEE J. Sel. Top. Signal Process. 10(8), 1390–1403 (2016) 

[18] Zhang, Y., Lazos, L., Kozma Jr., W.: AMD: audit-based misbehavior detection in wireless ad hoc networks. IEEE Trans. Mob. Comput. 

15(8), 1893–1907 (2016) 

 

IAETSD JOURNAL FOR ADVANCED RESEARCH IN APPLIED SCIENCES

VOLUME 5, ISSUE 5, MAY/2018

ISSN NO: 2394-8442

http://iaetsdjaras.org/114


