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Abstract— Internet of Things (IoT) is an emerging paradigm of communication spanning different kinds of 

both physical and virtual objects we use in our day to day life. This includes computers, sensors, smart phones or 

devices, and all are network enabled and can communicate with each other to form the internet. The latest 

revelation is to enlarge connectivity between devices which will lead to formation of pure heterogeneous 

networks. The growth rate of digitization has lead to the need of improving efficiency in the Ad-Hoc Networks. 

Ad-Hoc networks are interdependent to IoT in that they use the same technology which enables the networks to 

be dynamic and the nodes can move freely and are self-configured. The driverless cars as an example of vehicular 

MANET will take advantage of the dynamic ad-hoc networks.  The dissimilarity of interruption, bandwidths and 

fault rates in networks has increased on the internet. TCP is the basic channel for most services for securely 

transferring data packets on the internet hence our research is based on improving solutions for use of the TCP 

over Ad-Hoc networks. Ad-Hoc networks will have a huge impact in IoT by using the dynamic routing and not 

the pre-existing infrastructure. Therefore, the determination of the appropriate notes to forward data will purely 

depend on routing algorithm which is in use. 
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I. INTRODUCTION 
 

A report given by the IDC anticipates 28 billion devices and even more on the internet. This evolution has led 

to mobile Ad-Hoc Networks (MANETs) to be more critical. It has attracted the attention of the current digital era 

to transfer data without a fixed infrastructure support and an example of this technology is cloud computing. 

Now MANET is the main focus of being the enablers of the IoT, to provide a sophisticated solution to the 

immerging routing problem being experienced. The growth of the IoT has led to the development of new 

applications, wireless networks and computers for mobile computing and advanced wireless [1]. 

 

The main challenge in MANET is to select an optimal, dependable solution to take care of the limitations 

experienced by TCP. A new algorithm has been proposed by authors to overcome TCP limitations using a novel 

multi-prolonged strategy discussed in details here in. we will look at techniques which are going to be employed to 

overcome packet failures, route failures, node failures and in general improve total throughput. Secondly, the 

“Adept Route Yielding Algorithm” will determine the optimal route to be used by the current node to forward 

packets to [2].  
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II. BACKGROUND OF THIS WORK 
 

TCP is a short form for Transmission control protocol. It is the most reliable protocol used in the internet 

today to transport data. It uses a multiplicative-decrease/additive-increase strategy to change its window 

depending on the condition of the network. Ad-Hoc networks are interdependent to IoT in that they use the same 

technology which enables the networks to be dynamic and the nodes can move freely and are self-configured. 

TCP is at the heart of internet. It helps in optimizing the networks in order to produce smaller data overhead. 

 

Different statistical data have been captured such as calculating link latency, link failures, flow level and packet 

level establishing the routes mobility. The impact of mobility of the performance of the TCP was discovered 

through loss-rate, retransmission timeout values and throughput at the transport layer. Result of this study has led 

to the realization that the approaches made in improving TCP performance in MANET were restricted to limited 

factors. This made the researchers to come up with a framework by the name Atra comprising three easy steps to 

increase TCP performance at the Transport and MAC layer. The framework was observed to improve the 

performance between 50% - 100%.TCP have the following limitations. TCP sockets requires to be refreshed 

every now and then to ensure the resources are updated. It also consumes a lot of RAM as the data is received 

which is not appropriate for the applications (IoT). This limits the growth and adoption of IoT. 

 

A. Overcoming TCP Limitations in Ad-Hoc Networks and consequently in Vehicular Ad-Hoc Networks 
 

Our study is going to look at important modifications that have been made to improve the performance of the 

TCP. These key modifications include: 

 

 Detecting out of Order Delivery 

 End to End Approach 

 Feedback Scheme 

 Adapting a Back-Off Response Approach 

 HSTCP 

 

According to findings made by researchers, parameters of End to end Delay, Throughput, Signal to Noise 

Ratio and Packet delivery ratio were marked to standardize the performance[3]. Another research methodology 

has established that Feedback combination + Adaptive Methods proves to be an efficient way of handling the 

reaction of TCP to packet losses owing to parameters as compared to congestion and link / node failures owing 

to nodes mobility[4]. 
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The following is a table comparing the key protocols used to enhance TCP performance in MANETs. 

 

TABLE 1 

COMPARISON OF PROTOCOLS AND FINDINGS 

Protocol Findings 

Detecting Out of Order Delivery Interacts well between Media access control (MAC) 

and TCP and TCP congestion size of window 

End to End Approach Good performance between MAC & TCP, energy 

constraint 

Feedback Based scheme When a route event fails, and re-establishment of the 

route time maximizes, the feedback approach saves 

unnecessary packet transmission and turnaround 

time. 

Adapting Back-off Response It performs better than the other variants and gives 

more than 100% throughput performance and an 

enhancement of more than 60% bandwidth 

utilization. 

 

B. Limitations with Existing Ad-Hoc Network Routing Protocols 
 

The two major problems with routing protocols are slow convergence and routing loops. 

 

TABLE 2 

LIMITATIONS IN EXISTING PROTOCOLS AND APPROACH TO OVERCOME THEM 

Limitations Overcoming Limitations 

Slow convergence - The design of 

the algorithm allows the routers to 

share the information regularly. 

Routing protocol algorithm is slow 

to converge to the central network to 

access the information. It usually 

takes a long time and this has been a 

challenge 

The algorithms which allows faster convergence 

to access the information shared regularly so as 

to remain up-to-date. 

Routing loops- Under normal 

circumstances, routing loops 

shouldn’t occur. Routing protocol 

does not have a mechanism to detect 

or avoid the loops 

Mechanisms should be introduced to avoid or 

detect any loops. 

 

III. DISCUSSIONS AND FINDINGS 
 

There are several MANET Routing protocols which have been developed in the recent past like Dynamic 

Source Routing (RFC 4728), Distance Vector (AODV) (RFC 3561) etc. all these protocols do not provide the 

optimal route from source to Destination, hence a poor throughput. They have failed to supplement performance 

improvements since they could only handle few metrics to determine the end-to-end route limiting their ability to 

improve on dynamics of MANETs. “Adept Route Yielding Algorithm” proposed by the authors in their 

presentation at ICACCI’2016 Jaipur,  
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India Conference proceedings [4] and follow up research paper titled “Improving the Performance of 

MANETs using the Feedback Based Adaptive Speedy TCP applied with Adept Route Yielding Algorithm [2]” 

derives an optimal cost metric on parameters like Node mobility, Hop Counts, Link Lifetime, Delay and 

Bandwidth [3] to establish the best path from the source to the destination and also from the Destination to the 

Source. This could also lead to overcoming downlink / uplink latency and bandwidth differences also known as 

an asymmetric path[2]. 

 

The main goal of MANET is to establish and extend the mobility concept that allows mobile wireless area, 

completely independent consisting a set of nodes to form an Ad-hoc routing infrastructure to exist among them 

[7].   

 

The first discussion we are going to have is on solutions to optimize actual data transfer by justifying packet 

drops, packet loss, link failure and node failure and enhancing the overall throughput. We will address this issue in 

two strategies. The first is overcoming effects of packet losses and the other is enhancing end-to-end throughput 

by means of manipulating the congestion window. 

 

At the theoretical level the feedback scheme ensures route failures are detected and reported to the other nodes 

immediately while the Adaptive Back-Off Response Protocol ensures that the TCP, ensures the TCP back-offs do 

not transmit new packets. An increase in retransmission timeout is increased when packets are not acknowledged. 

When there is a link or node failure, the detecting device sends Route Failure Notification (RFN) to the sender. 

Based on the notification from the RFN, it will be possible to re-route traffic to an alternative best path. When all 

this is happening, the sender will be in a SNOOZE condition preserving its parameters such as Throughput, 

Congestion Window, etc. [8]. This ensures that TCP located in the sender side does not invoke unnecessary 

congestion control methods to slow down end-to-end throughput.  

 

As we know that Ad-Hoc network is mobile and changes dynamically based on the strength of signals, routes, 

etc., every intermediary node must be self-capable recovering from packet losses. A new protocol that brings 

together the Adaptive Back-Off scheme and Feedback approaches can work well in improving TCP performance 

on Ad-hoc networks through diagnosing, spotting and response to the Out-of-Order packet deliveries that can 

occur due to regular signal losses, route changes, node failure, etc. it will also provide the best routing algorithm to 

choose best optimal route[2]. 

 

IV. GROWTH OF IOT AND IMPACT  
 

A research conducted by Cisco systems in the year 2008, shows that more things are connected to the internet. 

By the year 2020, 50 billion things will be connected by communication networks and means of sensors. In these 

connections, there will be real-time flow of data to be used for different purposes. Most IT users focus on supply 

chain management and inventory control systems to identify stock and track their products in real time and a 

unique way. The economist has a different view. It shows that 75 percent of business leaders globally exploit 

economic opportunities created by the IoT in establishing new markets or improve the existing services. This has 

been estimated to have a potential to add a value of between 10-15 trillion dollars to the GDP (Gross Domestic 

Product), which will overtake the United States Economy. 

 

As information technology grows dynamically, smart things continue to develop and connected cars are the 

best examples to use in the IoT. Using the current trends in technology, it is not a must for vehicles to be taken 

for regular maintenance check-ups. Owners can schedule for maintenance to search for a defect or wait for the car 

to get faulty.  
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Flow of information stored in the internet connected cars can alert you when it detects a fault e.g. low oil, 

engine temperature, decrease in tire pressure, response of your brakes; etc. the transportation industry has been in 

the front line to invest in the technology. In the year 2012 around 10% of vehicles in the US were connected to 

the internet. It is estimated that by the year 2020, 90 % of the vehicles will be connected to the internet. 

 

There are other sectors also benefiting from the IoT. Research has shown that the local governments are going 

to spend trillions of dollars to improve infrastructure. A good example can be given from a city in New Zealand 

by the name Christchurch. In the year 2011, an earthquake caused 185 deaths and damaged the city severely. 

Disaster recovery methods included integrating a network of sensors joined to the city’s infrastructure when it was 

being reconstructed. Now, flow of data via internet connected sensor is regularly monitored in search of overuse 

of water, air pollution, traffic congestions and other related aspects affecting citizen’s life [9]. 

 

This exponential growth in IoT which will be primarily driven in the form of wireless connectivity will directly 

impact the performance as additional devices and sensors will directly translate to the exponential increase in the 

traffic loads and contention for the same wireless channel. Hence even if the newer technologies like 802.11ac for 

Wireless or 4G LTE / 5G for Cellular networks are established, additional bandwidth may not really guarantee the 

desired performance metrics which will be still subject to channel contention, mobility of the nodes, latency, 

distance (or the number of hops) between the two end-points, intermediary devices, power, etc.  

 

The Algorithm proposed by authors as part of their previous works is definitely catered to address the scenarios 

of link failures, node failures, selecting the best part, guaranteeing the avoidance of TCP slow start following loss 

of node, signal or connectivity, etc. as well as ensuring that the most optimal path from source to destination is 

selected. Hence the two-fold strategy will help address the inherent limitation that might be seen in the success of 

IoT especially concerning the degradations owing to inconsistent performance of and mobility of nodes. 

 

V.  CONCLUSION 
 

The modified congestion control mechanism for TCP definitely outperformed the standard TCP in MANETs. 

Similarly, this modification in congestion control window when deployed together with the modification in 

existing MANET Routing Protocols far outperformed the Standard TCP deployed in a conventional way. For the 

current work, we have used NS2 as the primary simulation tool, but the same results can be achieved by other 

Network Simulation tools including but not limited to NS3, Modeller, etc. This research initially changes the 

underlying behaviour of TCP to HS-TCP based on the observed network conditions of delay (latency) and 

bandwidth. It is clear from the observed results that the concept of combining HS-TCP together with a 

combination of adaptive and feedback approach gave superior results on all three parameters of Delay, 

Throughput and Delivery Packet Ratio when compared to the existing traditional approaches. The fact that the 

proposed changes in protocols have been observed to consistently outperform the traditional approaches on all 

parameters in consideration, this approach can bring in the much-desired performance stability for any device that 

needs to be connected to the network giving a guaranteed consistently performing connectivity. Further these 

observations were revalidated using other tools like OMNET++ to make the findings platform agnostic and 

conclusive before planning for real world adoption.   

 

Though the given protocol methodology has been designed for MANET, with nil to minimal changes, it can be 

well adopted to any kind of network including the IoT and Vehicular MANETs. 
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