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Abstract—We use an anonymous authentication involving a central authority and a prioritized weighted fair queuing
based verification scheme for the IEEE Wireless Access in Vehicular Communications based vehicular ad-hoc networks
(VANETs). The proposed approach has reduced computational load for processing periodic road safety messages. Based
on vehicle’s current GPS position information, a group ID based elliptic curve digital signature algorithm is used. This
excludes the necessity of third party public key certificate for message authentication in VANETs. A high-density road
traffic condition constitutes a challenge for authentication of vehicular messages, since the required verification time is
much longer than the average inter-arrival time. In order to reduce the effects of this issue, messages of each traffic class
are verified following the VANET’s medium access control (MAC) layer priorities with a Weighted Fair Queuing (WFQ)
strategy and the application relevance of individual safety messages. Simulation shows that this approach is secure, privacy
preserving, and resource efficient.
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I.

INTRODUCTION

Vehicular ad hoc network (VANET) uses cars as mobile nodes in a MANET to create a mobile network. A VANET turns
every participating car into a wireless node, allowing cars over a distance of 1km or less to communicate with each other
and, in turn, create a network. As cars fall out of the signal range and drop out of the network, other cars can join in,
connecting vehicles to one another so that a mobile Network is created. But with Road Side Units (RSUs), the vehicle’s
On-Board Units (OBUs) can access the infrastructure related services also. A typical VANET structure is shown in Fig. 1.
VANETs have attracted extensive attentions recently as a promising technology for revolutionizing the transportation
systems and providing broadband communication services to vehicles [1][2]. VANETs consist of entities including OnBoard Units (OBUs) and infrastructure Road-Side Units (RSUs). Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I) communications are the two basic communication modes, which, respectively, allow OBUs to communicate with
each other and with the infrastructure RSUs[11]. Since vehicles communicate through wireless channels, a variety of
attacks such as injecting false information, modifying and replaying the disseminated messages can be easily launched.

Fig. 1 Vehicular ad hoc networks
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A security attack on VANETs can have severe harmful or fatal consequences to legitimate users. Consequently, ensuring
secure vehicular communications is a must before any VANET application can be put into practice. A well recognized
solution to secure VANETs is to deploy Public Key Infrastructure (PKI), and to use Certificate Revocation Lists (CRLs)
for managing the revoked certificates. In PKI, each entity in the network holds an authentic certificate, and every message
should be digitally signed before its transmission. A CRL, usually issued by a Trusted Authority (TA), is a list containing all
the revoked certificates. In a PKI system, the authentication of any message is performed by first checking if the sender’s
certificate is included in the current CRL, i.e., checking its revocation status, then, verifying the sender’s certificate, and
finally verifying the sender’s signature on the received message. Vehicular Ad Hoc Networks (VANET)[3][5] have been
envisioned to play an important role in the future wireless communication service market for safety communications as
well as for information and entertainment applications. Examples of safety oriented applications for VANET are the
notifications of emergency situations, such as car accidents or bad weather conditions. A typical secure communication
between OBUs is shown in Fig. 2.

Fig. 2. Secure Communication between OBUs and CA.
A VANET entity is required to transmit periodic safety messages containing its current coordinates, speed, and
acceleration to neighbouring devices. The typical interval for safety message broadcasts ranges from 100 to 300 ms.
Received messages are verified by the receiving entity to ensure message integrity and authenticity of the sender’s identity.
Although the verification delay is on the order of milliseconds, under a heavy-traffic scenario, many of the safety messages
would be either discarded due to the constrained buffer size of the verification process or accepted without any
verification. Therefore, during a busy traffic hour, a receiver of vehicular messages would either risk a fatal road traffic
consequence, or it would reject a significant portion of received messages without authenticating as soon as its maximum
verification capacity is reached.
We consider a WAVE-based WFQ based scheme of conditional privacy-preserving authentication for signing and
verifying vehicular safety application messages. We use a variant of ECDSA mechanism incorporating an identity-based
(ID-based) authentication scheme [14],[16] where the current position of the signer and each individual receiver will be
used as the corresponding identity parameter for anonymous signature generation and verification. Unlike most other
existing ideas on anonymous authentication, this scheme does not need a trusted third-party certificate or any strong
mathematical assumption-based signature procedures. We assume that application priorities are mapped into the enhanced
distributed channel access (EDCA) traffic classes. The verification mechanism considers medium access control (MAC)
layer priorities to derive weights for WFQ mechanism for verification of received messages.

II. SYSTEM DESCRIPTION AND DESIGN
A WAVE standard based VANET using anonymous authentication and verification procedures can be implemented in
various ways as discussed in the literature [1]-[11]. Anonymous authentication can be implemented using short-lived
anonymous certificates. A certificate is used from the pool every time an OBU signs a message. However, because of the
large certificate pool, rigorous effort would be needed to resolve an identity dispute. In addition, revocation of a user’s
certificate pool becomes harder since the size of the revocation list grows at a severe rate.

VOLUME 5, ISSUE 2, FEB/2018

454

http://iaetsdjaras.org/

IAETSD JOURNAL FOR ADVANCED RESEARCH IN APPLIED SCIENCES

ISSN NO: 2394-8442

A group-signature scheme allows a member OBU to sign a message on behalf of the group. The signing member
remains anonymous in the group, but a group manager can determine the actual identity of the signer in case of a dispute.
Verification of a large number of signed messages in a given time has been addressed in two major ways: random
verification and aggregated (batch) verification of messages. In a random verification scheme, received messages are
randomly selected for verification by a receiving entity. A batch verification technique in a VANET allows verification of
all received messages simultaneously. Most batch verification schemes proposed for VANETs use a costly bilinear-pairingbased verification technique. A fast batch verification mechanism has been presented by Cheon et al. [15] using the
ECDSA authentication scheme. A batch verification mechanism is an efficient way of ensuring the trust of multiple
messages received in a unit time. Nevertheless, the implementation of this approach depends on the underlying
mechanism of the signature protocol.
The design goal is to overcome the anticipated attack and vulnerabilities on an anonymous authentication scheme for
VANET. We suggest a third-party trusted authority called a central authority (CA), which would be responsible for
generating and storing secrets and signature credentials of OBUs and RSUs. It should be able to resolve any identity
dispute on traffic incidents upon request from an appropriate authority (e.g., the police, the courts, and the Department of
Transportation). The CA is secured and protected against all sorts of physical attacks and adversarial compromises. To
provide anonymous authentication through signed messages in a VANET, each participating OBU in a given area must
have a common identifier. Identity information on an OBU is determined from the most significant bits of GPS
coordinates so that all OBUs within the communication range of each other can have the same identity information. The
third-party trusted authority or CA must be able to distinguish an OBU based on some unique credential used by the OBU
during its signature generation process. Retrieving the actual identity of an OBU could be essential when resolving a traffic
dispute that involves VANET communications. This particular aspect can be implemented by using most significant bits
of GPS position information so that all OBUs, will have same value in a region, to derive the anonymous identifier.
Additionally, the design goal also involves prioritized verification of messages especially when the message traffic is high
leading to mitigating the effect of vulnerabilities. For example, when performing random verification of messages, the high
priority messages will be verified more frequently than the low priority messages thus mitigating the effect of random
verification attack of high priority application messages.

III. ECDSA BASED ANONYMOUS AUTHENTICATION
The steps involved in this authentication method are based on the modification of the original ECDSA mechanism as
explained below. The first step involves obtaining the group identifier.
I. CA chooses system secret x, where 1 < x < q, and computes Q = xG, where Q is master public key.
II. CA associates random primary secret ki (where 1 < ki < q) with each individual OBUi of a particular type. The
vehicle-type identifier Ri = kiG. Suppose, i, i + 1, i + 2, . . . , i + N − 1 are registered vehicles. CA computes the group
identifier Ri = ki(mod q)G = ki+1(mod q)G = ki+2(mod q)G = · · · = ki+N −1(mod q)G.
III. Hash function H1(.) is used for computing hi = H1(Ri).
IV. CA derives a unique partial delegation key (secondary
key) for each vehicle i from the master secret x using the corresponding primary secret ki and hi values, as succeedingly
indicated.
si = 1 + xhiki−1 mod q.

(1)

Derived user secret sui = si ⊕ Password is securely copied to the corresponding OBUi’s disk space.
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The second step involves pre-processing. In the beginning of OBU activation, a user enters his password, which is then
XOR-ed with the saved secret sui to reproduce the actual delegation secret si. A deliverable message, whether a periodic
safety message or an emergency event message such as a road traffic acci-dent notification, is associated with the current
system time and the vehicle’s position. Session parameters are obtained by the signer and a verifier entity (OBU and/or
RSU) using the corresponding area information and current system time. The steps are given as follows:
The signing vehicle determines kp for message m, i.e.,
kp = H2(locp || t).

(2)

where locp is the area identifier of a user during session p.
It then computes session parameter xp as
(xp, yp) = kpRimod q.

(3)

The next step is to generate the signature, which is performed by multiplying by inverse of kp with sum of H1(m) and si
xp with entire result taken modulo of q. The signature payload and the message are combined as (m||Ri||sp,i), to deliver
to neighbouring OBUs and RSUs.
The final step of verification is done by a receiving entity which computes kp from its own area information and the
current timestamp using the relationship given in Equation 2. And Equation 3 is used to obtain (xp,yp) values by the
verifier and hi is computed as H1(Ri).
Finally, if
(xp, yp) = (H1(m)Ri + xp(Ri + hiQ))sp,i−1
mod q holds, the signature is verified as valid.

IV. WFQ BASED VERIFICATION
The Fig. 3 shows prioritized scheduling of message verification, where the shaded area represents unused timeslots in a
buffer. As shown in Fig. 3, an OBU temporarily stores all received messages into four buffers according to their EDCA
access categories. Each buffer contains corresponding access category messages arranged in the decreasing order of their
relevance scores. The size of a buffer is determined by the maximum number of messages that can be verified within the
time frame called maxDuration[ACγ ] (for
γ = 0, . . . , 3). The verification probability (pvγ ) and the time frame maxDuration[ACγ ] of a particular access category are
proportional to the successful delivery ratio of the corresponding ACγ messages.

Fig. 3 WFQ prioritised scheduling of message verification
Verifications of buffered messages are done in a WFQ fashion over the message buffers in order of their priorities. If
the total number of received safety messages in a WFQ cycle exceeds the receiver’s verification capacity, highest priority
messages from across the prioritized buffers would be verified in each cycle. The messages are stored in the order of
relevance so that the messages carrying sensitive information will be buffered ahead of less sensitive information carrying
messages. The WFQ policy is adaptive in the sense when the required amount of service is to be given to high priority
queues during high traffic condition, the available capacity will be shared once again according to the priorities set to the
low priority queues, during the times of low traffic.
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We select the weights in such a way that during heavy traffic condition, high priority message queues are given more
time. The weights are selected as a function of AIFS (Arbitration Inter-frame space) interval, contention window and the
transmit opportunity (TXOP) limit.

V. PERFORMANCE EVALUATION
We use network simulator 2, to simulate this WAVE based security system with four MAC priorities. A simple urban
vehicular traffic scenario in a 1500 m × 100 m bidirectional road with two lanes in each direction is considered. Vehicle
speeds vary following a Gaussian distribution with a mean of 60 km/h and a standard deviation of 5 km/h. An RSU is
installed at the roadside, whereas different number of OBUs are mounted with moving vehicles on road. We allow the
RSU and OBUs to broadcast a WSMP (WAVE Short Message Protocol) packet every 100 ms for simulating OBU’s basic
safety messages and RSU’s periodic service announcements, respectively. RSU transmits its periodic messages over the
highest access category AC3, whereas an equal number of OBUs broadcast their periodic safety messages over each access
category. Times of the initial message broadcast for individual OBUs and the RSU have been selected from a uniform
distribution over 100-ms period. We run each experiment for 90 s following a 10-s warm-up period. Each experiment has
been conducted ten times using different seeds, whereas individual results are averaged for the final outcome. Payloads for
the ordinary WSM broadcast is set to 254 bytes as indicated in the WAVE Standard[3]. Since our authentication scheme
does not require any third-party certificates, the payload size in our scheme is reduced to 128 bytes. We perform
simulation with number of OBUs set to 20, 40, 60, 80, 100 and 120. The following Fig. 4 shows the typical initial set up
for 20 OBUs.

Fig. 4 Vehicle nodes OBUs and RSU Initialisation
The following Fig. 5 shows the scenario of message exchanges between OBUs and RSU during the scenario of an
accident.

Fig. 5 Information exchange during traffic accident scenario.
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Table II shows the results of average packet drop probability and verification probability comparison of access
categories with WFQ scheme and with IEEE 1609.2 fixed priority scheme, for 120 OBUs. As can be seen WFQ based
scheme achieves better results.
TABLE II
SIMULATION VALUES COMPARISON FOR 120 OBUS
Access
WFQ based scheme
IEEE 1609.2
Category
Average
Verification
Average packet
Verification
packet drop
Probability
drop
Probability
probability
probability
AC3
0.025
0.31
0.10
0.33
AC2
0.029
0.29
0.12
0.30
AC1
0.031
0.26
0.16
0.24
AC0
0.038
0.15
0.4
0.22

VI. CONCLUSIONS
A group ID-based anonymous user authentication scheme and a WFQ based verification approach to WAVE-enabled
VANET’s safety messages is analysed. A variation of the conventional ECDSA approach is used with the ID-based
signature approach, where the common geographical area information on signing vehicles is taken as the signer’s identity.
This exempts a vehicle from the mandatory inclusion of a trusted third-party certificate with each broadcast message in a
VANET, whereas a user is still identifiable by the trusted third party upon a dispute. A WFQ based message verification
scheme verifies the received messages based on their MAC traffic class. This ensures that under rush-hour congestions or
after a traffic accident, most important messages will not be missed by the verifier. Security analysis and performance
evaluation justify our authentication and verification approach to WAVE-enabled vehicular communications by providing
better performance.
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