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Abstract 

Technologies associated with Internet of Things (IoT) have been widely used in many fields 

such as home appliances, transportation, logistics, healthcare, smart cities, Agriculture, 

industrial automation. etc. With great potential of IoT, there are open challenges in routing 

protocols, data privacy, Network Security and Governance Policies. The aim of this paper is to 

review the major security issues & challenges for IoT which employs the solutions for various 

problems, and highlights the opportunities of IOT in agriculture towards smart farming, in 

respect of quality & productivity of crops and also discuss the future directions for the 

researchers in this field.  

Introduction: 

Internet of Things is a technology in which many physical objects or “Things”, such as sensors, 

used to interact with environment & computed by networking capabilities. It represents a 

network where things or devices having sensors are interconnected through network. The 

devices in IoT can be controlled remotely to perform the desired functionality. The smart 

connected devices or things range from simple wearable accessories to large machines, each 

containing sensor chips. The information sharing among the devices then takes place through 

the network which employs the standard protocols of communication.  
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IoT is growing at a very fast rate allowing daily objects to be a part of the network too. The IoT 

networks are highly distributed and dynamic; they deploy ICT which is comprised of a large 

number of objects (with sensors) which send and receive a lot of data continuously. IoT 

provides devices the ability to think see and hear from the environment and make decisions. 

 

The primary aim of IoT is to reform our daily lives and mutate our way of performing various 

tasks. For Example Carnegie Melon University fitted internet-connected photo sensors to a soft 

drinks vending machine, which allowed them to count the number of cans that were being 

dispensed. Similarly the Lenovo smart shoes contain chips which provide support of tracking 

and analyzing fitness data. Also the electrical appliances including washing machines and 

refrigerators can be controlled remotely through IoT. The security cameras installed for 

surveillance of a location can be monitored remotely anywhere in the world. Likewise there are 

various applications of IoT ranging from household to industrial.  

 

As the IoT domain grows, techniques to secure these networks and the devices in order to 

provide a safe environment to applications ranging from home appliances, transportation, 

logistics, healthcare, smart cities, Agriculture, Industry Automation etc. 

 

IOT Challenges & Solutions 

Suchismita Satpathy[1], demonstrates the open challenges on secure data storage, network 

security, authentication, complexity of the environment. They propose Sensing and Actuation as 

a Service Delivery Model (SAaaSDM), which discovers and virtualized the sensing resources of 

physical IoT devices to increase the usability of the existing sensors and actuators, which will 

ultimately decrease the complexity of IoT world. Furthermore, it addressed the issues of data 

privacy, Network security and reliability in the aspect of Virtual Node Management (VNM), 

Cloud Node Management (CNM), Physical Node Management (PNM), Mobile Device Owner 

(MDO), and Participatory Nodes (PN). 

 

Carsten Maple[2], Presents a discussion of the security and privacy challenges in the IoT, in 

various aspects like Physical limitations of devices and communications, Heterogeneity, scale, 

and ad-hoc nature, 
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 Authentication and identity management, Authorization and access control, Implementation, 

updating, responsibility, and accountability, The impact of the IoT on security and privacy 

concerns recommended some keys  as the IoT could realizes with the vision of ubiquitous, so 

that system can work without physical interface can lead against the physical limitations & in 

addition with surveillance Devices can provide the authentication & Identity management. 

Provided with highlighted the challenges remain around the Design, Implementation and 

management of the IoT. 

 
 Wei Zhou[3], The security and privacy effects of eight IoT new features were discussed in the 

view of threats they cause, existing solutions and challenges yet to be solved. Thread presents                       

potential threats and vulnerabilities brought by the feature, and what are the consequences 

caused by these threats. Challenge presents what research challenges caused by the features.                                         

Solutions & Opportunities presents existing solutions to tackle the challenges and the 

drawbacks of these solutions. Finally summarized the main threats, challenges, and 

opportunities of each feature in Table. 
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In addition to it, introduce some new security techniques/ideas that could also help to migrate 

the challenges and threats as opportunities for researchers to follow the up-to-date works in this 

field. 

 
Rifaqat Ali[4], In this context, wireless sensor networks (WSNs) could be utilized for 

monitoring the climatic parameters such as (temperature, humidity, light, carbon dioxide, soil 

moisture, acidity etc.) in an agriculture field. The climatic parameters are very important in 

terms of growth, quality and productivity of crops. But, any kind of interception, modification, 

insertion, and deletion on these parameters can have negative effect on crop. Therefore, security 

and privacy are important issues in agriculture field. In this regard they design a novel remote 

user authentication scheme using wireless sensor networks for agriculture monitoring. (i.e) this 

scheme presents the authentication proof using Burrows- Abadi-Needham logic, which ensures 

that the protocol acquires session-key agreement and mutual-authentication safely(like identity, 

password, biometric and session key) between user, gateway node and sensor node.  

 

Tanmay Baranwal[5], Agricultural products need security and protection at very initial stage, 

like protection from attacks of rodents or insects, in fields or grain stores. Such challenges 

should also be taken into consideration. In this case, developed intelligent security systems -IP 

based CCTV security cameras, used to identify motion of rodents & distance of rodents using 

heat sensor and based upon the distance calculated by ultrasonic ranging device, repeller will be 

activated with a particular frequency within range (30 kHz to 65 kHz) which is aversive to 

rodents. Simultaneously webcam daemon is activated to capture a snap of area. Further, a SMS 

will be send to user, (ie) IP address of the server to access webcam daemon lively. Also 

suggested the various directions to extend the research work like improved categorization of 

humans, mammals and rodents & implementation of Automatic location device based on the 

location of grains for more effective results. 

 

Christopher Brewster[6], The uptake of IoT in agriculture faces considerable challenges, 

especially  this article outlines Sectoral and technological challenges in terms of Lack of 

interoperability, Lack of connectivity, Data processing power, Lack of clear data governance, 

Data security and privacy, Heterogeneity of the sector, Farm sizes and capital investment costs, 
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Business models and business confidentiality, User and societal acceptance.  Analysis of the 

challenges indicates that the approach of building a new master system. Therefore, a system-of-

systems (SoS) approach is proposed. This enables existing agriculture knowledge information 

systems (AKISs) to continue operating, but also allows those systems to make available and 

consume data from cooperating systems within the SoS. Additionally, the SoS can expose 

newer technologies and services that may be of interest to cooperating AKISs. This is more 

realistic and viable in terms of usability, market adoption, and sustainability. Through which 

most of the issues are faced by the execution & the usage of IoT in agriculture, thus optimizing 

various operations in the entire food supply chain resulting in reduced effort and costs for the 

producers, and higher food quality and safety, as well as extended food awareness for the 

consumer. 

 

The Internet of Things (IoT) has emerged as an area of incredible impact, potential, and growth, 

however, most of these IoT devices are easy to hack and compromise. Typically, these IoT 

devices are limited in compute, storage, and network capacity, and therefore they are more 

vulnerable to attacks than other endpoint devices such as smartphones, tablets, or computers. [7] 

Present major security issues for IoT like Data privacy, confidentiality and integrity, 

Authentication, Authorization and accounting, Availability of services, Energy efficiency, 

Single points of failure and categorize popular security issues with regard to the IoT layered 

architecture as low level, medium level & high level security issues, in addition focused to 

protocols used for networking, communication, and management. These all problems were 

solved by Block chain technology in terms of Resource limitations, Heterogeneous devices, 

Interoperability of security protocols, Single points of failure, Hardware/firmware 

vulnerabilities etc. Also it outlines the open research issues and challenges that need to be 

addressed by the research community in order to provide reliable, efficient, and scalable IoT 

security solutions. 

 

Aakanksha Tewari[8],With the great potential of IoT, there come all kinds of challenges. This 

paper focuses on the security problems among all other challenges. It was analyzed in terms of 

three layers: sensor, middleware and application layer(ie) what kind of challenges may IoT 

faces through this layer like Node Capture, Fake Node and Malicious Data: Denial of Service 
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Attack Replay Attack, Heterogeneity, Scalability Issues, Data Disclosure, Mutual authentication 

and node identification, Information Privacy, Data Management & Application Specific 

Vulnerabilities. Also discussed various protocol like IEEE 802.15.4, RPL, CoAP, & Platform 

like mbed, RIOT, Contiki, Nano-RK. Security Aspects of IoT’s Integration with Various 

Domains are discussed. Suitable solutions were designed and deployed, which are independent 

from the exploited platform and able to guarantee: confidentiality, access control, and privacy 

for users and things, trustworthiness among devices and users, compliance with defined security 

and privacy policies. 

 

Opportunities of IOT in agriculture 

 

Water and food are the main resources that meet the needs of human beings. Agriculture 

provides most of the food, but it also consumes most of the Earth’s available fresh water. 

Furthermore, agriculture is not only a food source, but the main income stream for more than 

70% of population in certain regions of Earth. In these regions, farmers must irrigate their crops 

effectively; therefore, they must find new solutions and methods that improve the irrigation 

programming systems, taking into account not only the state of the soil and the plants, but also 

climate information. All these data should be properly interpreted to decide the most suitable 

actions to carry out (9). 

 

Recently, the Internet of Things is promising to bring the same benefits to everyday objects, 

giving us a way to extend our perception and our ability to modify the environment around us. 

In this context, agro-industrial and environmental fields are ideal candidates for the deployment 

of IoT solutions because nowadays agriculture becoming vanished.  IoT solutions in this 

domains were identified: air monitoring (34.5%), soil monitoring (27.3%), water monitoring 

(16.4%), plant monitoring (10.9%), and others (10.9%) which include areas such as aquaculture 

and animal monitoring & online crop growth monitoring and it captures different types of 

variable such as: temperature, humidity, soil moisture, CO2, luminosity, pH of water, and 

images(10). 
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Additionally, in recent years, there is an increasing demand for high quality and safe 

agricultural products. This trend has yielded the need for interoperable, distributed, robust, and 

accurate logistics traceability systems. The IoT family of technologies provides all the 

appropriate tools for building and maintaining such infrastructure and services, specially 

designed to support supply chains in agricultural and floricultural sectors (11).  

 

Moreover, an information-discovery system also can design to implement, capture, standardize, 

manage, locate, and query business data from agricultural production. The system also works 

with allowed consumers to query information of agricultural products to verify their authenticity 

and quality (10). 

 

Conclusion: 

 

We discussed the specific challenges associated with designing IOT for agricultural 

applications. Studies included in this paper provide a compact view of solutions proposed for 

agro-industrial and environmental problems of producing higher-quality food in a larger scale 

and in a more sustainable way, protecting the physical ecosystems and preserving the natural 

resources.  Also illustrated the development trend of recent IoT security research with standard 

protocols. Thus optimizing various operations in the entire food supply chain resulting in 

reduced effort and costs for the producers, and higher food quality and safety, as well as 

extended food awareness for the consumer. In the future, we will reduce the complexities of our 

protocol without compromising security features. In addition, we would also extend this work 

for cloud computing environment and also there are opportunities for research and development 

in these areas. Actual simulation in the real-world environment is needed to explore further the 

implications of the model. 
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