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Abstract: Current research on Internet of Things (IoT) mainly focuses on how to enable general 

objects to see, hear, and smell the physical world for themselves, and make them connected to share the 

observations. In this paper, we argue that only connected is not enough, beyond that, general objects should 

have the capability to learn, think, and understand both physical and social worlds by themselves. Then, we 

propose an operational framework of CIoT, which mainly characterizes the interactions among five 

fundamental cognitive tasks: perception-action cycle, massive data analytics, semantic derivation and 

knowledge discovery, intelligent decision-making, and on-demand service provisioning. Furthermore, we 

provide a systematic tutorial on key enabling techniques involved in the cognitive tasks. In addition, we also 

discuss the design of proper performance metrics on evaluating the enabling techniques. Last but not least, 

we present the research challenges and open issues ahead. Building on the present work and potentially 

fruitful future studies, CIoT has the capability to bridge the physical world (with objects, resources, etc.) and 

the social world (with human demand, social behavior, etc.), and enhance smart resource allocation, 

automatic network operation, and intelligent service provisioning. 

I. INTRODUCTION 

 

With  the quick  advancement  of  science  and  innovation,  the world  is  getting  to  be smart  Living  in  

such  a shrewd  world  individuals  will  be  naturally  and  cooperatively  served  by  the  savvy  gadgets  (e.g.,  

watches,  cell phones,  PCs),  keen  transportation  (e.g.,  autos,  transports,  trains),  brilliant  situations  (e.g.,  

homes,  workplaces, industrial facilities), and so on. For instance, utilizing  a worldwide situating framework (GPS), 

a man's  area can be ceaselessly  transferred  to  a  server  that  right  away  returns  the  best  course  to  the  

individual's  movement  goal, shielding the  individual from  stalling out  in  traffic. What's  more, the  sound  sensor  

inside  a man's  cell phone  can consequently  recognize  and  send  any  variation  from  the  norm  in  a  man's  

voice  to  a  server  that  contrasts  the variation from the norm and a progression of voiceprints to decide if the 

individual has some disease. In the end, all viewpoints with respect to individuals' digital, physical, social and 

mental world will be interconnected and canny in the  shrewd  world.  As  the  following  vital  stage  in  mankind's  

history,  the  shrewd  world  is  accepting  various considerations from the scholarly community, industry, 

government, and so forth. 
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The development of IoT depends on dynamic technical innovations in a number of fields, from wireless 

sensors to nanotechnology [2]. For these ground-breaking innovations to grow from ideas to specific products or 

applications, in the past decade, we have witnessed worldwide efforts from academic community, service providers, 

network operators, and standard development organizations, etc (see, e.g., the recent comprehensive surveys in [3]–

[5]). Technically, most of the attention has been focused on aspects such as communication, computing, and 

connectivity, etc, which are indeed very important topics. However, we argue that without comprehensive cognitive 

capability, IoT is just like an awkward stegosaurus: all brawn, no brains. To fulfill its potential and deal with 

growing challenges, we must take the cognitive capability into consideration and empower IoT with high-level 

intelligence. Specifically, in this paper, we develop an enhanced IoT paradigm, i.e., Brain-Empowered Internet of 

Things or Cognitive Internet of Things (CIoT), and investigate the involved key enabling techniques.  

Before gonging deep into the new concept CIoT and its enabling techniques, let‟s first share two interesting 

application scenarios that will probably come into our daily life in future: Application scenario 1: Let‟s imagine that 

it‟s Friday, after five days‟ hard work, I‟d like to relax myself and watch a TV Soap Opera tonight. When time goes 

to the midnight, I become more and more sleepy and finally fall asleep on my sofa. Generally, I will wake up late on 

Saturday and feel very tired since I do not sleep well with the TV noise, the uncomfortable sofa and the fluctuating 

temperature all night long. Consequently, I have a dream that one day the TV, the sofa, and the air conditioner in my 

room could individually or cooperatively sense my movement, gesture, and/or voice, based on which they analyze 

my state (e.g., „sleepy‟ or „not sleepy‟), and make corresponding decisions by themselves to comfort me, e.g., if I am 

in the state of „sleepy‟, the TV itself gradually lowers or even turns off the voice, the sofa slowly changes itself to a 

bed, and the air conditioner dynamically adjusts the temperature suitable for sleep. 

 

 

 

 

 

 

 

 

Fig.1. A taxonomy for CR-IoT. 

The quantity of regular physical items and gadgets associated with the Internet was around 12.5 billion in 

2010. The quantity of significant worth anticipated that would twofold to 25 billion in 2015 as the quantity of more 

smart gadgets per individual increments, to the extent to a further 50 billion by 2020. The effect and esteem that IOT 

conveys to our day by day lives turn out to be more pervasive as Smart gadgets associated in the IOT scene. Better 

choices, for example, taking the best courses to work or picking their most loved eatery is finished by individuals. 

The Internet of Things vision to effectively rise, the processing foundation should go past conventional versatile 

registering situations that. 
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Smart grid is another and current power grid, which is exceptionally, incorporated with advanced sensor 

estimation innovation, information and communication technology, analysis of the decision-making technology, 

automatic control technology, and energy power technology and grid infrastructures. Compared with the traditional 

grid, Smart grid has been enhanced unmistakably in the streamlining of energy control, the adaptability of grid 

structure, optimizing the allocation of resources, and improving the power quality of services. Along these lines, 

smart grid has numerous attributes including solid, self-mending, similarity, economy, coordination and 

enhancement thus forth. [2] Internet of Things, to be specific "the Internet in which the things associated with each 

other", is the augmentation and extension of Internet-based system. As per the concurred protocols, with IOT key 

advancements: radio frequency ID innovation, sensor innovation, smart innovation and nanotechnology, the 

communication data can be traded, and the intelligent recognition, positioning, tracking, monitoring and 

administration can be accomplished. 

II. LITERATURE SURVEY 

The smart grid[1]can be considered as a modern electric power grid infrastructure for improved proficiency 

and unwavering quality through mechanized control, high power converters, present day communications 

infrastructure, detecting and metering innovations, and current vitality administration systems in light of the 

enhancement of demand, energy and network availability, and so on. While current power frameworks depend on a 

strong data and communication infrastructure, the new smart grid needs an alternate and a great deal more 

unpredictable one, as its measurement is much larger.[2] Application of wireless advancements in the savvy home is 

managed by indicating out points of interest and impediments of accessible methodologies for the arrangement of 

heterogeneous and existing together issues related the dispersed monitoring of the home and the tenants.  

Some hot difficulties confronting the abuse of non-invasive wireless devices for user behavior monitoring 

are then addressed and the application fields of smart power management and elderly people monitoring are chosen 

as representative cases where the estimation of user activities improves the potential of location-aware services in 

the smart home. This paper proposes an advanced framework for condition monitoring,[3] determination and 

supervisory control connected to smart grids. The framework depends on three equipment topologies: remote data 

acquisition units (RDAUs) intelligent sensors modules (ISMs) and a PLC modem. The developing share[4] of 

fluctuating power generation by inexhaustible assets and the expanding conveyance of battery electric vehicles 

require the joining of canny Energy Management Systems (EMS) into the electrical power grid. 

As mentioned above, the term „Internet of Things‟ was firstly coined by Kevin Ashton in 1999 [1]. Then, in 

2001 the MIT Auto-ID center presented their Internet of Things (IoT) vision [11]. Later, in 2005 IoT was formally 

introduced as the theme of the seventh in the series of International Telecommunication Union (ITU) Internet 

reports [2]. In 2008, the first international conference on the internet of things was held in Zurich [12]. In 2009, 

China government advocated the idea of “Sensing China” and Wuxi city became one of the leading centers of IoT-

related research and industry in China [13]. At the same year, IoT European Research Cluster (IERC) presented a 

document of IoT strategic research roadmap on future research and development until 2015 and beyond 2020 [14], 

and one year later, published a comprehensive document on the vision and challenges for realizing the IoT [15]. In 

the past couple of years, the IoT has gained significantly increasing attention from academia as well as industry, 

comprehensive surveys can be found in [3]–[5]. 

Another related topic is Cognitive Radio Networks (CRN), which was firstly proposed by Joseph Mitola III 

in 1999 [18] and recoined by Simon Haykin in 2005 from a signal processing perspective [19], and since then the 

research on CRN has been one of the hottest topics in the field of wireless communications (see, e.g., [20]–[24]). 

One common point of CIoT and CRN is that both of them benefit from the recent advances in cognitive science [6]–

[9]. The differences between CIoT and CRN are much more than the common. CRN is wellknown as a promising 

paradigm to improve the utilization of radio electromagnetic spectrum, by allowing unlicensed radios to 

opportunistically access the idle spectrum licensed to the primary radios [18]–[25]. CRN is in essence a radio system 
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with the objective to improve wireless network throughput. However, CIoT generally consists of (massive) 

heterogeneous general objects, not just radios, with various objectives for different applications. Moreover, the 

technical research on CIoT should not focus on specific applications, instead, it should be general enough to support 

as many applications as possible, and consequently face much more unique challenges, which will be discussed in 

detail in the following sections. 

But, first and foremost, what do we mean by Cognitive Internet of Things? Before responding to this 

question, it is in order that we first address the meaning of the related term “cognition.” Referring from the well-

known books [6]–[9], it is more appropriate to refer to “cognition” as an “integrative field” rather than a “discipline” 

since the study on “cognition” integrates many fields that are rooted in neuroscience, cognitive science, computer 

science, mathematics, physics, and engineering, etc. Specifically, in this paper, the authors take the operational 

process of human brain as the reference framework for cognition [9], and offer the following definition for cognitive 

internet of things: 

The data center effectively fuses the crowd sourced observations to generate real-time traffic situation map 

and/or statistical traffic database. Then, every time when a driver tells his/her car the destination, the car will 

automatically query the data center, deeply analyze the accessed traffic situation information from the data center 

and meanwhile other cars/drivers‟ potential decisions, and intelligently selects the quickest route or a few top 

quickest routes for its driver. Just like the aforementioned examples, you may be familiar with a lot of other 

blueprints of “intelligent life” and look forward to that the dreams could become true soon. But things are not that 

simple as they look like. Just as a sportscar without engine is only a gorgeous waste, the IoT without a „brain‟ is not 

enough to bring the expected convenient and comfortable life to us. These observations motivate us to develop the 

new paradigm Cognitive Internet of Things (IoT). 

III..METHODS 

 

COGNITIVE CAPABILITY: 

The radio here senses its environment surrounding so as to find the unoccupied radio spectrum at a 

specific location in specified time. Then identified portions are selected for effective communication without 

causing any disturbances to the other respective users. The Cognition cycle is a state cycle where radio senses its 

current status and reacts to its operating environment. Three important parts of the Cognition Cycle are: Spectrum 

Sensing, decision and Analysis as shown in Fig.2. 

 

 

 

 

 

 

 

Fig.2. Cognition Cycle 
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SPECTRUM SENSING:  

  It determines the portions in thespectrum which are available for communication by detecting the presence 

of licensed users and spectrum hole. It enables the SUs to use it without causing interference to the PUs. 

Spectrum Analysis:  

 Through spectrum sensing it determines the spectrum hole. 

Spectrum Decision: 

It predicts spectrum holes availability for SUs and then the required spectrum band is chosen for the signal 

transmission. 

 

COGNITIVE RADIO NETWORK ARCHITECTURE 

As the CR Technology has emerged, SUs who are un-authorized in the spectrum utilization can temporarily 

use the un occupied licensed bands which are owned by the primary users. Thus in Cognitive Radio Network (CRN) 

architecture, the components included primary and secondary networks, as shown in Fig. 4. A secondary network 

consists of SUs with or without a secondary base station.  

The licensed spectrum can only be accessed by SUs  when it is not used by a licensed user.  When several 

spectrum bands are shared by secondary networks, then a central network entity called Spectrum broker coordinates 

its spectrum usage. The spectrum broker collects information from every secondary network and helps for efficient 

spectrum sharing. Whereas in case of primary network consists of primary users with one or more primary base 

stations. 

Multi channel sub Nyquist sensing: 

Multichannel Modulated Sub-Nyquist Wideband Sensing: It is modification of AIC model by taking 

multiplesampling channels with accumulator replaced by LPF in each channel. It is robust against noise and model 

mismatch. Matrix dimension also reduces resulting in reducing system complexity and computational time. 

 

Fg.3. Flow graph 

The Internet of things (IoT) that allows connectivity of network devices embedded with sensors undergoes 

severe data exchange interference as the unlicensed spectrum band becomes overcrowded. By applying cognitive 
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radio (CR) capabilities to IoT, a novel cognitive radio internet of things (CR-IoT) network arises as a promising 

solution to tackle the spectrum scarcity problem in conventional IoT network. CR is a form of wireless 

communication whereby a radio is dynamically programmed and configured to detect available spectrum channels.  

This enhances the spectrum utilization efficiency of radio frequency while avoiding interference and 

overcrowding to other users. Energy efficiency in CR-IoT network must be carefully formulated since the sensor 

nodes consume significant energy to support CR operations such as in dynamic spectrum sensing and switching. In 

this paper, we study channel spectrum sensing to boost energy efficiency in clustered CR-IoT networks. We propose 

a two-way information exchange dynamic spectrum sensing algorithms to improve energy efficiency for data 

transmission in licensed channels. In addition, the concern of the energy consumption in dynamic spectrum sensing 

and switching, we propose an energy efficient optimal transmit power allocation technique to enhance the dynamic 

spectrum sensing and data throughput. Simulation results validate that the proposed dynamic spectrum sensing 

technique can significantly reduce the energy consumption in CR-IoT networks.  

 

IV. CONCLUSION 

 

First presented a comprehensive definition for CIoT. Based on this definition, we further provided an 

operational framework of CIoT, which characterizes the fundamental cognitive tasks. Then, we addressed the key 

enabling techniques involved in the cognitive tasks in detail. In addition, we also discussed the design of proper 

performance evaluation metrics and the research challenges and open issues ahead. Finally, we envision that the 

presented research is offered as a mere baby step in a potentially fruitful research direction. We hope that this article, 

with interdisciplinary perspectives, will stimulate more interests in research and development of (IOT), to enable 

smart resource allocation, automatic network operation, and intelligent service provisioning. 
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