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ABSTRACT 
Jelly fish (JF) attack is the service attack, in which the smallest route to the destination is selected that is offered by 
the corrupted nodes. They want to interfere with the cut node. It promotes the availability of the latest mode for 
enemy nodes, rather than checking the routing table. So, the invading node will always be available to respond to the 
request, thus maintaining the package and maintaining it. In a flood-based protocol, the applicant receives an 
unusual noodle response before receiving a response from the original node, thus presenting an unfortunate and false 
approach. When this route is set by this route to the next node. Due to its nature, mobile advertising networks face 
various security challenges. This method identifies and protects the Jelly Fish node in the path of the discovery path 
so that the selected route is saved to transfer the data. This method also has a very high point, that is, it does not 
depend on the relationship between the nodes. Therefore, we estimate that our algorithm performs better routing 
performance than the current method for terminating the delay. MANET has a lot of security research. I just touched 
the surface of this field. In our algorithm, we only help to reduce packet attacks. The algorithm can be further 
extended to further reduce attacks. 
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1. INTRODUCTION 
1.1 Jelly Fish Attack 
In this attack, unfortunately, all traffic was drawn into the sensor network& unfortunately, Nod played the role of 
jelly fish. Especially in flood-based protocols, an attacker listens for requests for routing, responding to target nodes, 
and taking a high-quality or lowest path on the baseline. The corrupted device is again able to enter itself among the 
communication node and it can perform any operations on the passports contained therein. The fact is that in this 
attack, the node may affect persons who are away from 20 base stations. Jelly attacks are simple routing attacks in 
WSN. The intruder swallows (i.e., does not do so) and they receive all the messages. For Example,if the frozen fish 
refuses to pass everything to stop everything from passing the attacker traffic will affect all traffic. Therefore, with 
the lowest set of nodes, neighbour Nodes, especially intruders and traffic flow through it, have been greatly 
reduced.[1]  
 
1.2 Motivation 
WSN wired networks have many advantages that make them useful in many areas where wired networks are not 
available. Security and privacy are an essential for communication. If the network is wrong, network performance 
will drop. Unfortunately, NSD must face many of the threats in WSN. Routing protocols are another important part 
of WSN. Damage to data transmission can result in errors and violations of node routing rules. 
 
Repairing with a routing protocol can root a lot of misconduct, such as routing patterns, packet loss, and control 
messages are stopping. Therefore, the interview organized a routing protocol to attack the WSN. For routing 
protocol attacks, WSNs can attack in a kind of ways, such as sibling attacks, location leaks, fast attacks, hidden 
nodes, and routing table attacks. Black hole attacks are another type of attack that enhances network data traffic. 
Therefore, mobile advertising networks require secure routing protocols to obtain reliable data streams from the 
source layer.[2] 
 
2 Literature Reviews 
[1] Taruna S., R. Kumawat, Purohit G.N. suggest on multi-site cluster-based recommended routing protocols are 
far more effective than hacking protocols. In terms of network life and energy integration, the simulation results 
show that this protocol delivers better performance than the single-click cluster routing protocol. These sensors can 
understand, and collect measure node environment information, and according to some local decision-making 
process, they can move sensitive data and send it to the destination. WSNs are not a small or basic structure. It 
consists of several sensor nodes which can be ten or several thousand, and they work closely together to monitor any 
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area to get data about the environment. Communicate with each other at an external BS or between the sensors. The 
largest sensor increases accuracy and increases the sensitivity of the geographical area. Sensors send data collected 
through any command center, directly or in a gateway via a radio transmitter.No one in the wireless network,we can 
talk about the nodes. The number of nodes forms a cluster and the noodle cluster head is located within the cluster. 
The one cluster head connectsto the BS through another cluster head. Sites that are less than 22 sites can be 
discussed directly at the base station of the Cluster without any additional sites. Noodles and noodles cluster the 
cluster heads. These clusters interact with the basic foundation.  
 
[2] Taruna, S. Kohli, Purohit G.N proposed an algorithm that is associatedwith the distance and energy of each 
node. After this project, it is compared to a traditional LEC protocol with a cluster head close to a particular node. 
We conclude that the network life is effectively extended with low power consumption in the provided protocol 
network.  
 
[3] Satoshi Kurosawa et.al.  Suggested the Black holes have come up with another idea to avoid this kind of attack. 
At this point, the vector is used to calculate the threshold for the correct number of settings. Calculate the value of 
the feature vector at each set of time. 
 
 
[4] R. K. Singh, Md. Z. Hussain, M. P. Singhsuggested on based on the routing and network architecture proposed 
application. Conscious basic design standards, many new protocols are designed for routing, power management and 
data sharing. Efficient routing in SN requires routing protocols to maximize network lifetime and reduce network 
power consumption.  
 
[5] Aswini Kavarthapu proposed the idea on comparing the original RTT with the current RTT, solid-state sensor 
nodes have detected discrete-path selection techniques. This method is to use the loop topology to simplify the WSN 
in NS2.  
 
[6] A. Rahmaneet.al.Suggested the method for verifying packagesand properly identifying on the way has been 
analyzed. In this way, the answer sends a reply to the node of each packer sent to the receiving noodle to mark the 
successful receipt of the message. Communication using hardware prices is real. This view is very generous. The 
value and check method must be reset at each node. In addition, because of the reduction in the transmission of each 
node during the journey, the communication will be performed on it.  
 
[7] Anuj Rai et.al. trap has introduced a new way to detect a black hole node in the network using RREQ messages. 
Before sending the actual route application, the procedure is included in sending a network way message. All 
respondents of the postal message are included in the black list as a corruption node. This approach has introduced a 
significant amount of delays, and it is not related to the operating black hole. 
 
[8] Nabarun Chatterjee et.al.Encryption is used to avoid black-punctured nodes. The sender node sends some 
simple text to the target node through the route request message, and sends the encrypted text with the reply 
message to the target node. This method only allows the target node to answer the method; therefore the school is 
not suitable. 
 
[9] S.Sankara et.al. Black holes use hit-based taxes to avoid attacks. Each node has a unique identifier that is used 
when sending a response. The reply message is cleaned, and the sensory value is stored in the message to ensure that 
the response is free to the node. The source node collects all response messages over a period of time and then 
identifies the correct path. 
 
[10] Anand Aware et.al.Look for the best response message to send the sender node and move the data transfer to 
the first node. This method will fail if the network size is too large. 
 
[11] Debarati Roy Choudhury et.al.Suggested the idea has been given to prevent any changes in the general 
behavior of the AODV protocol. The source node keeps two tables, one for storing the received answers to save the 
nod to abuse information.  
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2.2 Challenges 
There is no basic infrastructure requirement, such as functionality, and not a central regulatory agency for wired 
networks. Communication is caused by the wireless nature, and the unfavorable nature creates new problems. 
Eudice's commitment to the new algorithm is to run the algorithm. In addition, limited resources include more 
challenges in mobile advertising networks.  
 
3. ProposedRoutingProtocol 
3.1  Assumptions&NetworkModel 
Thenetworkconsistsofdevices,whichareofsimilartypeandcancommunicateover awirelessmedium. Weterm 
eachdeviceasanetworknode. Allthenodeswillbe 
identifiedusingauniqueID.Eachnodeinthenetworkisfreetoleavethenetwork at anytimealso;newnodescanjointhe 
network.  Eachnodecanbemobileatanytime. Thenodecandecideto moveorhaltat anylocation freely. There 
isnotimeconstraintonthe timingofmovementorbeingstationary. Inour network modelserver, nodewillbethe 
receiverand theclientnodewillsendthe data totheservernode. 
 
4.Proposed Work 
This thesis investigates the whole scenario from MATLAB and rapid degradation of energy level. For this research 
it needs to implement 50 nodes in the area of MANET/WSN. This thesis has been focused on Adhoc network so it 
will work for both WSN and MANET. Simulation provides the two buttons first consist of simply the sinario of 
WSN/MANET containing the Jelly Fish node. It has not a clear that how much Jelly Fish node is being converted 
from the ordinary node. It is totally dependent on the automatization of proposed work that how much number of 
Jelly Fish nodes formed during or before the simulation formed. It is just for attending the actual scenario so that in 
real situation can be bitterly analyzed.  
 
Table 4.1: Important Proposed parameter  

Parameter Value 

Area 100*100 

NumberofNodes 50 

Initial Network Energy 100 

Simulation Round 2000 

Transmission Rate Efs=10*10^(-12); 
Emp=0.0013*10^(-12) 

Data Aggregation 
Energy 
 

EDA=5*10^(-9) 

MobilityModel RandomWay-point 

Probability of 
converting Jelly Fish 
node 

Automatic 

 

The propose algorithm detects and eliminates both J.F. attack. In our algorithm, we consider 3-4 Nodes out of which 
the node having the highest residual energy is considered as the Backbone Node (BBN). The other nodes are in 
passive form and BBN work is performed by one active node. If at any point the energy of the active node decreases 
then it transfers control to the next candidate node having the max energy and all other nodes become passive. The 
proposed parameters and insertion of Jelly Fish used for detection are shared among all the candidate nodes and only 
the active node acting as the BBN node. 

5.Conclusion & Future Scope 
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Packet dropping attack reduces the network performance. Our secured modified protocol is capable ofmitigating  
thepacket dropping attack  in MANET. Our approach doesn’tneedanyextra massivecomputationalsupport 
towithstandthis attack. Hence,morepacketdeliveryratio isachieved. Thisapproachidentifiesand avoidsJelly Fish 
nodeinthe path discoveryphaseand hencepath chosenbythe sourcenodewillbesecuredfordatatransmission.  This 
approach alsohasahigh pointthat itdoesnotdependupontherelationship betweenthenodes.Thus,even ifatrusted 
nodeturn into amaliciousnodethenalsoourapproach canstop theattack fromhappening.  
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