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Abstract— Phishing is a serious web security threat which involves deceiving the online users into providing their 

personal information, by malicious sites posing as safe ones. Malicious websites contribute to the increase of cyber crimes 

and are a threat to the development of e-commerce platforms leading to a strong motivation to develop a systematic 

solution which efficiently detects such websites and thereby alerts the user. This paper proposes a learning based approach 

to classifying websites into 3 classes: Benign, Malware and Malicious, by implementing a mechanism which only analyzes 

the Uniform Resource Locator (URL) with no requirement to access the webpage as such. It not only is efficient in 

reducing the time but also in identifying the phishing websites. An example of a typical classification problem where the 

classifier is constructed from large number of URL features extracted from a data set.By employing learning algorithms, 

this scheme achieves better performance on generality and coverage in comparison with the prior models. 
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I. INTRODUCTION 
 

Phishing URLs can be listed among the primary concerns regarding web security in recent times. According to 

(Abdelhamid, et al., 2014), phishing is the art of mimicking a legitimate website in order to deceive users by obtaining their 

sensitive information including usernames, passwords, accounts numbers, national insurance numbers, etc. It elevated to a 

considerable cyber threat in 1996 when phishers deceived a set of AOL users into revealing their user credentials [3,4]. 

Most of the times, email or web spoofing is performed by the fraudsters to carry out their task [Fig.1]. 

 

Attackers make use of various methods to execute a successful deception. Some methods are listed below: 

 

(i) Link manipulation (the contents of <A> tag content are made to display a web link going to an authentic URL, where 

as in the background it actually goes to a phished or malicious URL); 

 

(ii) Evading phishing detection filters (with the use of images instead of text that can remain undetected by many 

phishing filters); 

 

(iii) malicious use of web scripting languages (using Java script to hide browser address bar and create a custom address 

bar displaying a hard coded authentic URL to the user); 

 

(iv) using pop-up windows to ask user names and passwords; and 

 

(v) Utilizing browser vulnerabilities (e.g., Tab nabbing) 
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It is essential that such phishing activities be drastically controlled as they largely affect all stakeholders including online 

users, banks, businesses and the government. As a matter of fact, preventing phishing activities early is critical yet a 

challenging task because of the new and complex methods used to attack users. Day by day, new techniques are being used 

by the attackers to combat the existing anti phishing techniques making it essential to adopt a completely different 

approach which includes classification techniques and machine learning algorithms. 

 

 

 

 

 

Figure 1. Successful phishing: A combination of phished email and websites 

 

II. WHY CLASSIFICATION? 
 

Drawbacks of the existing system 

 

A poorly structured NN model may cause the model to under fit the training dataset. On the other hand, exaggeration 

in restructuring the system to suit every single item in the training dataset may cause the system to be over fitted. One 

possible solution to avoid the over fitting problem is by restructuring the 

 

NN model in terms of tuning some parameters, adding new neurons to the hidden layer or sometimes adding a new layer 

to the network. A NN with a small number of hidden neurons may not have a satisfactory representational power to 

model the complexity and diversity inherent in the data. On the other hand, networks with too many hidden neurons 

could over fit the data. However, at a certain stage the model can no longer be improved, therefore, the structuring 

process should be terminated. Hence, an acceptable error rate should be specified when creating any NN model, which 

itself is considered a problem since it is difficult to determine the acceptable error rate a priori. For instance, the model 

designer may set the acceptable error rate to a value that is unreachable which causes the model to stick in local minima or 

sometimes the model designer may set the acceptable error rate to a value that can further be improved. 

 

Advantages of the proposed system 

 

The observation on the lexical features is done on the basis that the illegal sites and their URL look different from the legal 

sites. In order to observe the property for classification methods, it is noted that lexical analysing the lexical features will 

enable us to get the job done. For that to happen, we need to segregate the two portions of a URL, which is the path and 

the host name. With this, we begin extracting the required features where the delimitation is done to strings via („/‟, „?‟, 

„.‟, „=‟, „-‟ and „‟). 

 

We observe that phishing websites choose to possess longer URL, high levels (delimited by dot), many tokens in 

domain and path, longer token. Also, phishing and malware websites could disguise them to be a benign site by having 

famous brand names as tokens apart from those present in second-level domain. Also phishing and malware websites can 

sometimes utilize IP address directly so as to dodge the dubious URL, which occurs occasionally in benign case. And, 

phishing URLs sometimes have popular and suggestive word tokens such as confirm banking, webscr. We search for the 

existence of these security-prone words and feed the binary value into the features. Ultimately, malicious sites are less 

famous than benign ones. So, the popularity of a site can be used as an important feature. Traffic rank data is obtained 

from the site Alexa.com. Host-based features are done on the assumption that malicious sites are mostly registered in less 

credible hosting centres or regions. 
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III. RELATED WORK 
 

In recent times, there has been an enormous amount of research in phishing prevention and detection. Some of the 

solutions proposed were-training users on phishing-related activities; phishing detection and prevention; use of anti-

phishing software; browser extensions and toolbars; DNS and WhoIs information of URLs; new measures of user 

authentication; filtering phishing emails and websites; real time, proactive detection, monitoring and shutting down of 

phishing websites; two factor authentication schemes; disabling malicious Java scripts; secure browser developments; and 

so on. Anti-phishing solutions can be majorly categorized as phishing prevention solutions, user training solutions, and 

phishing detection solutions. 

 

These solutions often had a major drawback considering the new ways phishers came up with to tackle the proposed 

solutions. All of the proposed systems were static and any deceptive URL of a new kind could not be detected. Hence, the 

necessity for a dynamic and efficient machine learning approach arose. 

 

IV. IMPLEMENTATION 

Phishing attack continues to pose a serious risk for web users and annoying threat within the field of e-commerce. The 

system focuses on discerning the important features that distinguish between legitimate and phishing URLs. These 

features are then utilized as a portion of the training set to train the system such that it can detect the category of a URL 

based on these traits. 

 

Feature Extraction 

 

A significant number of features which can be used to classify websites and train the machine are present in a URL. Some 

of them are - URL length, prefix, symbols, IP address, and others. Research in the field of computer security has a 

majority of scientists inclined towards the study of phishing and the various developments in this field. In this section, we 

describe the most common features that are being proposed to aid in the URL classification. We have identified few 

features based on recent studies done, i.e. (Abdelhamid, et al., 2014). 

 

Feature Description 

 

1. Lengthy URL: The attacker makes use of this to deceive the user by hiding the fraudulent domain in the lengthy URL 

thereby disguising it. Generally, there is no measure for the URL length but studies have identified that an accepted URL 

length is often less than 56 characters. 

 

2. Anchor URL: This feature enables the attacker to redirect the user onto a completely different page than that specified in 

the domain. 

 

3. IP address: A URL containing an IP address instead of the domain can indicate phishing has taken place. 

 

4. Suffix and Prefix: Attackers usually trick users by changing URLs so they can feel secure by adding a suffix or a prefix to 

the original authentic URL. 

 

5. Sub domain: When sub domains are inserted into the URL this may indicate a suspicious URL though online users may 

not notice. Thus, when we have dual sub domains (usually greater than two) this can be a notification of a phishing 

website. 
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6. HTTPs: When there is a HTTPs protocol linked with a website this reflects security for the online users in particular 

regarding the presence of financial transactions. Anyway, attackers use fake HTTPs to seek online users. Many online 

firms offer a diagnosis of the HTTPs using applications such as Verisign and GoDaddy. If a security certificate within a 

URL has been there more than a year this can be a sign of legitimacy. 

 

7. Symbols like „@‟: One of the signs of fake websites is the use of the “@” symbol within the URL address. This may 

leadusers to neglect all characters before the @ so that the attackers can guide users to fake websites. 

 

8. Request URL: There are different objects inside a webpage including text, picture, videos, etc. In cases where the current 

webpage‟s objects are loaded from a server that is different to the URL‟s then there is a possibility that this webpage is 

fake. 

 

9. Irregular URLs: A test to examine whether the current browsed website is inside the WHO-IS database can determine the 

legitimacy of the website. 

 

10. Domain Age: If a website has been in place for more than a year this is a sign of good security. 

 

11. Website Traffic: When a website has high traffic then it is indeed secure and users can feel safe browsing it. Phishing 

websites generally contain low browsing traffic and this can be verified using the rank inside Alexa-database. 

 

12. Short URL: Sometimes the URL length can be shortened using HTTP Redirect. 

 

13. HTTPS in URL's Domain: This feature can be used by phishes to deceive users by inserting the "HTTPs" within the 

URL's domain. For instance, http://https-www- barclays.co.uk. 

 

14. Website Forwarding: The total count of occasions a webpage diverts the users to certain destinations can be an 

indication of phishing. Usually, legitimate websites have at most one redirect page. 

 

15. Ranking of a Webpage: This feature measures the significance of a webpage in the WWW. Fraudulent web pages 

often have little rank (< 0.2) or no rank. 

 

16. Dots: A legitimate URL can contain at most 5 dots. If a web page contains more than 5 dots it may be considered as 

phishing URL. 
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Architecture of the proposed model 
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Figure 2. System Architecture 

 

The above figure represents the design of our system which is elaborated as follows. 

 

1. The training dataset of the Phishing and non phishing URLs has been acquired. 

 

2. In feature selection, features which are URL length, page rank, average token count, SSL connection, IP address, host 

name and the length of the host have been selected to aid in the classification 

 

3. The extraction of the required features from the dataset takes place. 

 

4. The SVM is trained using the extracted features. 

 

5. The construction of the testing set includes URLs which are not present in the training set. 

 

6. This testing set is then given to the system to validate if the training set has been efficient enough to detect and classify the 

URL. 

 

7. The SVM classifier then returns the nature of the URL as Benign, Malicious or Malware. 

 

V. EXPERIMENTAL FINDINGS 
 

The training dataset contains around 1000 URLs that have been collected from various websites and providers. The 

dataset consists of the mentioned features (Described earlier) plus an attribute which corresponds to the type of the 

website. Hence, this dataset is considered ternary classification since the class has three distinct values Benign (0), 

Malware(1) and Malicious(2). Sample of ten data examples for the mentioned features and the class are displayed in Table 

1. The data features values are created based on rules proposed in the literature. 

 

The SVM algorithm is applied to the dataset, which 

 

a) Produces high predictive classifiers for the phishing problem and, 

 

b) Generate new concealed connections between the features that decision makers may utilize in assuaging the risk of 

phishing. Hence, the experiments in this section are divided into two main scenarios: 
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1) Training the machine using the training set and with the help of the Support Vector Machine Algorithm. 

 

2) Testing the trained system by subjecting it to the testing set and further refining the system 

 

In both scenarios, the experiments conducted have deeply evaluated the classifiers derived by the data mining algorithms 

before and after feature selection methods, have been applied. 

 

The key to success in measuring the significance of the features are based on testing chosen features utilizing classification 

algorithms such as SVM in this case. 

 

The implementation of this proposed system has been done using Python programming language and its various packages 

like Numpy, Panda, scikit-learn etc. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Workflow Diagram 
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Table 1:Sample training dataset 
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The experimental results are depicted in the following figures- 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: The system specifying that the entered URL is Benign 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: The system specifying that the entered URL is Malicious Figure 6: The system specifying that the entered URL is 

Malware 

 

VI.CONCLUSION 
 

In this paper, an efficient and dynamic method to detect phishing URLs has been put forth. This particular approach is 

efficient as it classifies websites on the nature of their URLs. They are classified into three types- Benign, Malware and 

Malicious Specified features are extracted from the training dataset and used for classification of URLs. By using SVM 

classification algorithm, phishing URLs are detected. Sometimes when the URL contains a feature which is not available in 

our features, the system may give a wrong result. In order to counter this, we have introduced an iterative and dynamic 

learning mechanism which will train itself as and when it encounters new URLs. Furthermore, features can be changed 

and affect the result according to URLs, therefore features must be defined dynamically. The implementation of the 

proposed system was carried out successfully and it efficiently classified the URLs providing a satisfactory outcome. 
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