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Abstract—In this paper, we first address the issue of information security and the need to use it. The next section reviews the school and 

its facilities. Using previous studies, Qualitative risk management methods have been selected, the procedure is appropriate to the 

existing environment. Methods Qualitative has several different methods. After undergraduate studies, OCTAVE method which is one 

method of Qualitative methods have been selected. Then paid to explain and implement the method of choice in the school environment. 

All the selected method, embedded with the numbers obtained from the schools and the opinions of experts in risk management and in 

the end the overall result of this implementation is expressed. During the process, we have tried to identify all possible environmental 

threats and attacks (schools), and considered in the calculation. 
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I. INTRODUCTION 

With the spread of the Internet and globalization, it has changed our daily lives. Modern organizations use the Internet for their 

business operations and therefore they are associated. So e-commerce has also sought to promote. Which is changing business 

processes. This dependence on electronic business also raised the need for data protection and information security has created a 

variety of approaches to implementation. This approach attempts to avoid damaging the organization's operations and indicated 

that for business continuity, information security organization is of enormous significance [1]. Today, with the advent of virtual 

organizations that are geographically dispersed and without boundary, exchange of information has become more important. This 

information is vital to maintain safety and security is a prerequisite for the development of virtual organizations [2].  
Information security means protecting information and information systems from unauthorized activities. Information security 

is related to the confidentiality, integrity and availability of data, regardless of form, including electronic, or printed information, 

or other species. Computer security has focused on ensuring the availability and proper functioning of a computer system. So 

there are not any worries about the information stored or processed by the computer system [3]. 
Information Security: In general, the support of all components that make up information systems (hardware, software, 

individual contestants, etc.). 

II. MATERIAL AND METHODS 

A. Current situation of schools in Iran 

Schools in Iran can be part of an organization with a small budget, but a large area. Their schools under the supervision of 

another organization (Department of Education) are located. There is some information that should be transferred from the 

Department of Education to schools. And there is also some other information, which should be collected by schools and be sent 

to the Department of Education. 
Iranian schools such organizations, which have entered a new computer system and the old system with very high speed are 

becoming the new information systems. However, the infrastructure of these changes correctly and according to a specific rule 

has not been set. Because of the erratic infrastructure and turmoil in the organization, available computer data, in this environment 

may be attacked, damaged or destroyed. So the need to apply a targeted approach to risk management information, in this 

environment there. Especially now that students have a piece of newer and more computer information. 
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B. Selection of appropriate risk management 

In Part 1 to the importance of appropriate risk management were discussed. In this section, the most common approaches for 

risk management is described. And with respect to structure schools in Iran have tried to model appropriate, with the reasons for 

the choice. 

Risk management methods can be of two types: 

1 - Quantitative (measurement method for the fabrication of large systems) 
2 - Qualitative (estimate effects of known risk factors - usually used for small organizations.) 

In the case of schools (Iran) because of some items such as school funding shortages, lack of some essential parameters of 

security, lack of expertise to school staff, infrastructure, irregular information, and so on. Prefer is that qualitative methods are 

used [4]. This method of risk management, including risk assessment known risk factors and establish priorities, to make decisions 

about solving risk factors, depending on the type of impact they have on the resources information systems. More qualitative 

methods can be provided for easy use with little expertise. They simply due to the fact that the risks are so descriptive variables 

or goals, not as Boolean [5] [6]. 

C. Qualitative methods of risk management 

Having identified a range of risks we now need to consider which are the most serious in order to determine where to focus 

our attention and resources. We need to understand both their relative priority and absolute significance. 

We must nonetheless accept that most of the risk analysis done in our environment will be of a qualitative nature. Few of us 

have the skills, time or resources to undertake the kind of quantitative modeling that goes on in major projects in the commercial 

sector. This section aims to show that by taking a disciplined and structured approach it is possible to improve the objectivity of 

your analysis without getting into complex calculations or needing specialist software tools. 
Qualitative is to have several ways, but because we need schools to minimize complexity, low education, low cost and so on. 

Methods OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation) seems appropriate [7]. 

III. USE OCTAVE METHOD 

The Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) is a framework for identifying and 

managing information security risks. It defines a comprehensive evaluation method that allows an organization to identify the 

information assets that are important to the mission of the organization, the threats to those assets, and the vulnerabilities that may 

expose those assets to the threats. By putting together the information assets, threats, and vulnerabilities, the organization can 

design and implement a protection strategy to reduce the overall risk exposure of its information assets [8].  

OCTAVE Steps: 

 

Fig. 1. Four steps of OCTAVE. 

A. Identify Assets 

Systems in schools, usually not focused. For each task, the system is intended. For example, for educational, administrative, 

managerial, financial and so on. In terms of location, usually the manager and an office in a separate room, part of training 

activities in the other room, workshop for Web information systems and databases to the web in one place.  
School systems are usually located in a local network in which several systems are connected to an ADSL modem and 

connected to the Internet through it. In Fig.2, a variety of systems available and how to connect them is shown. 

 

 

 

 

 

 

Identify 

assets 

Risk 

assessment 

and strategies 

Identify 

vulnerability 

and threats 

Identify types 

of support and 

potential risks 

IAETSD JOURNAL FOR ADVANCED RESEARCH IN APPLIED SCIENCES

VOLUME VI, ISSUE V, MAY/2019

ISSN NO: 2394-8442

PAGE NO:63



 

 

 

 

 

Fig. 2. Resources and systems in schools 

In recent years, because of smart schools, computers are placed in each classroom. And sometimes these computers are 

networked with each other. 
The possibility that the computer workshop, a separate Internet and other valid IP address is used, as well. 

Human resources in the school include Managers, Assistants (educational, administrative, management), office workers 

(administrative and computer), teachers (with computer expertise and no computer expertise) and others who have no familiarity 

with computers. 
Available hardware: computers, printers, duplicating machines, modems, ADSL, projectors, smart boards, tools, local area 

network (workshop) 

Available software : application classification, management, training, accounting, the information in the online database in 

conjunction with the school and school district. 
These assets may be critical or non-critical, depending on the importance divided. For example, the school management 

information, training, financial assets are also very important and which are less important than the hardware like some other key 

components, software and other accessories [9]. 

B. Identify vulnerability and threats 

To identify possible attacks on the environment must be answered five basic questions: 
Which sources of information need to be supported? 

To answer this question we must first make clear the importance of privacy of existing systems. 
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Fig. 3. The importance of existing systems in schools 

As can be seen in the Fig.3, the importance of the systems have been identified. Therefore, efforts should be made based on 

the importance of each resource, the percentage of certain privacy for each one to be considered [10].  
 

Common attacks: 

Common attacks on schools are leaking passwords, unauthorized intrusion, etc. The most important of them are listed in Table 

1.   

TABLE 1 

the most important possible attacks in schools and the percentage of them are based on 2008 statistics. 

Percent 
A variety of possible attacks on the environment 

)There is a possibility in schools( 

24% Attacks DOS 

43% Stolen Laptop 

50% Virus 

12% Financial attacks 

12% Intrusion system 

44% Abuse within the organization 

9% Listening password 

29% Unauthorized access 

14% Bad use of wireless networks 

11% Inappropriate use of Web applications 

17% The loss of data. 

Data on schools and computer systems are quite irregular. So the likelihood of vulnerabilities, from human errors is very high. 

Data must be adjusted to the specific context of unintentionally deleting them as much as possible be avoided. 
School Information Management Systems (websites, software, etc.) with a username and password, but usually cannot be 

changed or clear values (telephones, schools, school ID, etc.) given to them. In some cases, seen to ease staff, schools have 

installed it on the office wall. 
Because of the lack of teaching staff, all computers workshops, available to any individual. All inputs and outputs are open 

without security protection (closed for the transmission of viruses, worms, Trojans, hackers, etc.) [11]. 
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C. Identify types of support and potential risks 

Depending on the sensitivity of the information, support levels are also different. The information is sensitive and needs more 

support levels [12]. 
 support current environment 

 physically All rooms have key locks (in working hours are all in the open) 

 usernames and passwords to enter the system 

 Anti-virus usually does not install or update anti-virus or not. 

 Firewalls usually firewalls, even the default Windows Firewall is disabled due to some changes, but then again are 

not enabled. 

Data transmitted between computers is not encrypted. Except in some specific software 

TABLE 2   

Some potential risks. 

Possible risk  

Theft systems, hardware and easy access to the network and  ...  Physical 

Getting the virus in the computer system, and finally the breakdown computer. Anti-virus 

Penetrate freely to systems on the network, steal information and subversive activities 

(hacking into the system by the students) 
Firewall 

Without any hassles hacker and the person who does not have permission to be logged. Or 

deleting data unintentionally. 
Username and password 

D. The risk assessment, development and implementation of recovery strategies 

In Table 3, the impact that the attacks may have been identified (Step 2) can be recognized on assets (Step 1) are to be assessed. 

TABLE 3 

the impact that the attacks may have been identified   L = low, H =high, M =medium 

Workshops Cultural Data Base Financial Management Hardware  

H M H M M L Attacks DOS 

L L L L H H Stolen Laptop 

H H H H H H Virus 

L L H H M L Financial attacks 

M H H H H L Intrusion system 

H M H H M H Abuse within the organization 

M H H H H L Listening password 

M M H H H M Unauthorized access 

M M H M M L Bad use of wireless networks 

H M M H H L 
Inappropriate use of Web 

applications 

L H H M M L The loss of data 

Using the above table and other information that is obtained in two steps to try to provide optimal strategies for the prevention 

of attacks. In this way, try to be more necessary first to identify and implement strategies. 
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Discussed strategies to prevent and reduce the possibility of attacks and the use of them in 2008 in the table below. 

TABLE 4 

 Discussed strategies to prevent and reduce the possibility of attacks 

Percent Important strategies 

97% Anti-Virus 

80% Anti-spyware 

96% Firewall 

53% Firewall for applications 

23% Biometric 

38% Prevent data loss 

69% Intrusion detection systems 

54% Intrusion prevention system 

53% Encrypt data to send 

61% URLs filtering 

85% VPNs 

Improved risk is a process, which involves the selection and adoption of the most appropriate risk security measures, or risk 

controls to manipulate, with the aim of avoiding losses inherent risk factors or the use of the synergies that can be used in the 

organization. 

IV. RESULTS  

 To perform all the steps listed for the risk management of schools should form a team. Manager, one or two experts 

(from outside the organization or expert within the organization), how many of those working with minimal 

knowledge (taught) 
 To select the appropriate security risk management approach, we should note, what the state of the organization is. 

This means that if the organization is very important security issues, and the cost is less important, must be observed 

all the security, all threats can be assessed, although the cost is high. But if we want security, but the cost is too 

important for us. Security must prioritize and implement the most important. 
 The school's budget is very limited. So have the necessary security, are extracted and executed. Qualitative methods 

are used for the OCTAVE method. Here is a specific method of qualitative methods were used. 
 To perform this procedure at our executive team needs to take steps to do well in school. Team members can be 

selected so that the school director, one or two experts in the field of security (usually outside the school, but if not 

available at the school through the School), one or more persons employed (Deputy Secretary Computer, responsible 

for the workshops, etc.) with minimal computer knowledge required if you need to learn. 
 To perform this procedure requires an executive team, our formation, to take steps to do well in school. Team members 

can be selected such that, school director, one or two experts in the field of security (usually outside the school, but if 

they exist at school, through school), one or more persons employed (vice-principal, computer teacher, responsible 

for workshops, etc.) with minimal computer knowledge required, if necessary, they must be trained. 
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